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Spionajul economic si industrial reprezintd,
astdzi, o problema extrem de gravd, pentru mul-
te tdri si companii, pe mdsurd ce tehnologiile au
continuat sd se dezvolte si sd devind tot mai so-
fisticate.

Investitiile importante realizate de multe com-
panii si corporatii pentru dezvoltarea proprietdtii
intelectuale sunt tinte profitabile pentru cei care
doresc sd se angajeze in acte de spionaj.

in acest articol ne propunem o definire a ris-
curilor legate de spionajul industrial si cel corpo-
rativ. Vom analiza formele ce le imbracd actiunile
ilegale ale angajatilor corporatiilor mari in vede-
rea obtinerii informatiilor restrictionate si sd pro-
punem unele metode de prevenire si depistate a
acestora la etapa angajarii.

Vom face referire la aspecte legate de analiza
comportamentald a persoanelor si vom veni cu
recomanddri in acest sens.

Cuvinte-cheie: detectarea minciunii, securi-
tate ciberneticd, comportament simulat, spionaj
economic, interviu, analizd comportamentald,
poligraf.

Economic and industrial espionage repre-
sents, today, an extremely serious problem for
many countries and companies, as technologies
have continued to develop and become increas-
ingly sophisticated.

The heavy investments made by many com-
panies and corporations to develop intellectual
property are prosperous targets for those who
wish to engage in acts of espionage.

In this article, we propose a definition of the
risks related to industrial and corporate espio-
nage. We will analyze the forms that the illegal
actions of employees of large corporations take
in order to obtain restricted information and pro-
pose some methods of their prevention and de-
tection at the employment stage.

We will refer to aspects related to the behav-
ioral analysis of people and come up with recom-
mendations in this regard.

Keywords: lie detection, cyber security, simu-
lated behavior, economic espionage, interview,
behavioral analysis, polygraph.

Introducere. Pentru marea majoritate
a persoanelor cu functie de conducere si ma-
nageri, aspectele legate de securitatea intre-
prinderilor comerciale si necomerciale, mari
si mici, industriale sau din sfera serviciilor nu
intra in domeniul lor de activitate. Securizarea
organizatiei/intreprinderii este cel mai adesea
responsabilitatea serviciului de securitate.

Din pacate, multi conducatori considera
o protectie calitativa doar cea care se refera la
securitatea de amenintari si riscuri impotriva
agresiunilor de ordin fizic, netinand cont de un

Introduction. For the vast majority of
executives and managers, issues related to the
security of commercial and non-commercial,
large and small, industrial or service enter-
prises do not fall within their scope of activity.
Securing the organization/enterprise is most
often the responsibility of the security service.

Unfortunately, many managers consider
a qualitative protection only that which re-
fers to the security of threats and risks against
physical aggressions, not taking into account a
growing phenomenon, which is known as “in-
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fenomen in plina dezvoltare, care este cunoscut
sub denumirea de ,infractiuni de proprietate
intelectuala”.

Acest flagel, cu regret, nu a suscitat un in-
teres deosebit din partea mediului academic si
la ora actuala nu face parte din domeniul de cer-
cetare in Republica Moldova sub aspect crimina-
listic. Varietatea problemelor ce ar trebui sa fie
analizate in detaliu se refera la , spionajul econo-
mic si comercial”, ,spionajul industrial”, ,spio-
najul corporativ”, ,spionajul cibernetic” etc.

in conditiile zilei de astazi, cand exista o
practica raspandita ce se refera la concurenta
neloiala, o astfel de atitudine neglijenta din
partea managerilor intreprinderilor de a pro-
teja companiile de riscurile si amenintarile re-
prezentate de infractionalitatea in domeniul
proprietatii intelectuale ar putea duce la pier-
deri considerabile sau chiar la faliment.

Scopul studiului. Autorii 1si propun sa
facd o analiza doctrinara a fenomenului ce se
referd la securitatea companiilor privind riscu-
rile atacurilor asupra proprietatii intelectuale
si procedeele de combatere a acestora. Urmea-
za definirea actiunilor de spionaj comercial si
elaborarea recomandarilor pentru prevenirea
si profilaxia acestora.

Acest articol face referire la securizarea
agentilor economici Impotriva riscurilor si
amenintarilor ce ar putea veni din partea per-
sonalului angajat, ca urmare a erorilor de eva-
luare a acestora. Problematica acestui studiu
are relevanta atat In structurile statale, cat si in
sectorul privat.

Autorii vor aborda aspecte legate de ana-
liza comportamentald a angajatilor, detectia
neinstrumentald si instrumentald a minciunii
in cadrul interviului corporativ, posibilitatea
aplicarii poligrafului la nivelul de evaluare a
loialitatii personalului, precum si la stabilirea
intentiilor de spionaj comercial. Acest subiect
face parte din zona stiintelor interdisciplinare
cum ar fi: criminalistica, psihologia, manage-
mentul, criminologia si sociologia.

Metode si materiale aplicate. Cerce-
tarea va fi realizatd prin valorificarea metodei
de cercetare specifice teoriei si doctrinei juri-
dice, cum ar fi: metoda logica, metoda anali-
zei comparative, analiza sistemica, descrierea,
deductia, metoda istorica. Materialele utilizate
in vederea realizarii studiului: publicatii ale

tellectual property crimes”.

This scourge, regrettably, did not arouse
special interest from the academic environ-
ment and is currently not part of the field of
research in the Republic of Moldova from a fo-
rensic aspect. The variety of issues that should
be analyzed in detail refer to “economic and
commercial espionage”, “industrial espionage”,
“corporate espionage”, “cyber espionage”, etc.

In today’s conditions, when there is a
widespread practice of unfair competition,
such a negligent attitude on the part of busi-
ness managers to protect companies from the
risks and threats posed by intellectual property
crime could lead to considerable losses or even
to bankruptcy.

The purpose of the study. The authors
propose to do a doctrinal analysis of the phe-
nomenon that refers to the security of compa-
nies regarding the risks of attacks on intellec-
tual property and methods of combating them.

Next comes the definition of commercial
espionage actions and the development of rec-
ommendations for their prevention and pro-
phylaxis.

This article refers to the securing of eco-
nomic agents against the risks and threats that
could come from the employed personnel, as a
result, of their evaluation errors.

The issue of this study has relevance both
in state structures and in the private sector.

The authors will address issues related to
the behavioral analysis of employees, the non-
instrumental and instrumental detection of lies
in the corporate interview, the possibility of ap-
plying the polygraph at the level of evaluating
staff loyalty, as well as establishing commerecial
espionage intentions.

This subject is part of the area of interdis-
ciplinary sciences such as: forensics, psychol-
ogy, management, criminology and sociology.

Applied methods and materials. The
research will be carried out by capitalizing on
the research method specific to legal theory
and doctrine, such as: logical method, com-
parative analysis method, systemic analysis,
description, deduction, historical method. The
materials used to carry out the study are the
publications of researchers in the field, ana-
lytical materials of practitioners, as well as the
relevant legislation. In addition, the scientific
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cercetatorilor din domeniu, materiale analitice
ale practicienilor, legislatia relevanta. De ase-
menea, baza stiintifica a cercetdrii o constituie
diverse studii cuprinse in culegeri de materiale
ale conferintelor, articole stiintifice, comentarii
aplicative etc.

Rezultate obtinute si discutii. Zilnic,
in lumea companiilor mari ne confruntam cu
acte ilicite, fraude si inselatorii. Atunci cand
concurenta acerba dintre agentii economici,
lacomia proprietarilor acestora si goana dupa
bani depaseste anumite norme etico-morale,
pot lua nastere activitati frauduloase.

Competitia si concurenta in esenta sa nu
este un lucru rau, deoarece motiveaza evolutia.
Fiind concurenta pe piatd, fiecare actor eco-
nomic doreste sd exceleze si sa fie inaintea
celorlalti In aceeasi activitate. Atunci cand se
respecta normele legale, activitatea comerciala
este justificatd, dar exista situatii care aluneca
in zona activitatilor frauduloase. Ne referim la
spionajul corporativ sau industrial, care repre-
zintd o problema grava pentru multe companii.

intr-o altd ordine de idei, cei care doresc
sa supravietuiasca in lumea afacerilor trebuie
sa fie precauti si puternici si sa-si securizeze
businessul sub toate aspectele.

Activitatea cea mai raspandita In lumea
afacerilor este spionajul corporativ. In acest
context, vom opera cu definitia spionajul eco-
nomic ca fiind actiunea de a fura secretele co-
merciale ale companiei cu intentie sau stiint3,
propusa de Benjamin C. Glassman, Matt Wag-
ner si Colin R. Jennings [1].

Definitia profesorului Robert E. Wagner
- assistant Professor of Law City University of
New York (CUNY), Baruch College Zicklin Scho-
ol of Business, Department of Law One Bernard
Baruch Way New York, NY10010, ramane a fi
fundamentala: ,Spionajul economic se refera la
directionarea sau achizitionarea secretelor co-
merciale, sustrase de la companii nationale sau
entitati guvernamentale, In beneficiul unui stat
strdin” si ,Spionajul industrial se refera la ace-
lasi lucru, ca si spionajul economic, cu exceptia
faptului ca de acesta beneficiaza, mai degrabs3,
o entitate privatd decat un guvern strain” [2].

Reiesind din definitiile de mai sus, de-
ducem cd chiar daca aceste doua tipuri de
activitati au scopuri diferite, actiunile intre-
prinse sunt similare si Tn acest context distin-
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basis of the research is constituted by various
studies contained in collections of conference
materials, scientific articles, application com-
ments, etc.

Results obtained and discussion. Ev-
ery day in the world of large companies we are
faced with illegal acts, fraud and scams. When
the fierce competition between economic
agents, the greed of their owners and the rush
for money exceeds certain ethical and moral
norms, fraudulent activities can arise.

Competition and contention in its es-
sence is not a bad thing because it motivates
evolution. Being competitors in the market, ev-
eryone wants to excel and be ahead of others
in the same activity. When the legal norms are
respected, the commercial activity is justified,
but there are situations that slip into the area
of fraudulent activities.

We are referring to corporate or indus-
trial espionage, which is a serious problem for
many companies.

On another note, those who want to sur-
vive in the business world for a long time must
be cautious and strong and secure their busi-
nesses in all aspects.

The most widespread activity in the busi-
ness world is corporate espionage.

In this context, we will operate with the
definition of economic espionage as the act of
stealing company trade secrets with intent or
knowledge, proposed by Benjamin C. Glass-
man, Matt Wagner and Colin R. Jennings[1].

The definition of Professor Robert E.
Wagner - assistant Professor of Law City Uni-
versity of New York (CUNY), Baruch College
Zicklin School of Business, Department of Law
One Bernard Baruch Way New York, NY10010,
remains fundamental: “Economic espionage
refers to directing or acquiring trade secrets,
stolen from national companies or government
entities, for the benefit of a foreign state” and
“Industrial espionage refers to the same thing
as economic espionage, except that it benefits,
rather, an entity private, than a foreign govern-
ment” [2].

Based on the above definitions, we de-
duce that even if these two types of activities
have different goals, the actions undertaken are
similar and in this context, we distinguish two
basic key elements:
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gem douad elemente cheie de baza:

» Factorul uman - prin natura lui este
un element forte sau veriga slaba in prevenirea
activitatilor de spionaj;

» Factorul tehnic - exploreaza vulnera-
bilitatile IT si securitatea cibernetica.

Un exemplu de spionaj economic realizat
prin implicarea factorului uman este situatia
anului 1965, cAind Romania trecea intr-o noua
erd economica si politicd. N. Ceausescu si-a
propus sa transforme tara in unul din cele mai
mari si importante centre industriale din estul
Europei.

Urmare a unui ordin, dat generalului de
securitate lon Mihai Pacepa in vederea obtinerii
unei performante pentru producerea autoturis-
mului autohton, a fost demarata o operatiune
secretd de dobandire a tehnologiei de fabricatie
a acestuia, care sa devina mandria tarii.

Solutia a venit de la francezi — asa a ajuns
Renault 10 sa se numeasca Dacia 1100, iar in-
dustria romaneasca sa ia avant. Dacia 1100 a
fost un succes al spionajului economic si a de-
venit un instrument al guvernarii de atunci, de
care era responsabild Directia de Informatie
Externa a Romaniei.

In cativa ani au fost formati sute de agenti
secreti: ingineri, chimisti sau fizicieni infiltrati
in companii strdine pentru a prelua informatii,
schite si proiecte in vederea realizarii ulterioa-
re a acestora In Romania.

Un caz de spionaj industrial este cel in
favoarea companiei Pepsi, realizat de Joya
Williams, in varsta de 42 de ani, care a fost con-
damnata la opt ani de privatiune de libertate,
iar complicele sau, Ibrahim Dimson, a primit o
sentinta de cinci ani. Amandoi au fost amendati
cu 40.000 de dolari. Acestia au fost acuzati de
tentativa vinderii documentelor secrete ale
companiei Coca Cola concurentului sau de baza
pe piata americana - Pepsi, contra sumei de 1,5
milioane de dolari [3].

Consideram ca securizarea personalului
angajat este un element extrem de important
in contracararea spionajului economic si in-
dustrial. In acest context ne referim si la nead-
miterea angajdrii persoanelor ce au intentii ce
presupun activitati de furt intelectual.

Angajatii unei companii sunt compo-
nenta principala care contribuie la bunastarea
acesteia; or, daca aceasta din urma nu este ad-

n

» The human factor - by its nature it is a
strong element or weak link in the prevention
of espionage activities;

» The technical factor - explores IT vul-
nerabilities and cyber security.

An example of economic espionage
achieved through the involvement of the human
factor is the situation in 1965, when Romania
was entering a new economic and political era.
N. Ceausescu set out to transform the country
into one of the largest and most important in-
dustrial centers in Eastern Europe.

Following an order given to security gen-
eral lon Mihai Pacepa in order to achieve a per-
formance in the production of domestic cars,
a secret operation was started to acquire the
manufacturing technology for it, which would
become the pride of the country.

The solution came from the French peo-
ple - that is how the Reno 10 came to be called
the Dacia 1100, and the Romanian industry
took off.

The Dacia 1100 was a success of econom-
ic espionage and became a tool of the govern-
ment at the time, for which the Department of
Foreign Information of Romania was respon-
sible.

In a few years, hundreds of secret agents
were formed: engineers, chemists or physicists
infiltrated into foreign companies to take over
information, sketches and projects with a view
to their subsequent realization in Romania.

A case of industrial espionage is the one
in favor of the Pepsi company, made by 42-year-
old Joya Williams, who was sentenced to eight
years in prison, and her accomplice, Ibrahim
Dimson, received a five-year sentence. Both
were fined $40,000.

They were accused of trying to sell the
secret documents of the Coca Cola company,
its main competitor on the American market -
Pepsi, for the sum of 1.5 million dollars [3].

We believe that securing the employed
personnel is an extremely important element in
countering economic and industrial espionage.
In this context, we also refer to the non-admis-
sion of employment of people who have inten-
tions that involve intellectual theft activities.

The employees of a company are the
main component that contributes to their well-
being, or if it is not managed correctly, it can
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ministrata corect, existd amenintarea crearii
unor riscuri si pericole comerciale.

Se impune totusi o delimitare a notiunilor
de risc si de pericol comercial.

Consideram ca iIn categoria riscurilor
de personal se incadreaza intelesul de manage-
ment defectuos - atunci cand administratorul
in mod intentionat sau din neglijenta admite la
serviciu un angajat ce nu isi indeplineste calita-
tiv Indatoririle functionale.

Pericolul comercial apare atunci cand ad-
mitem la exercitarea functiei persoane care au
intentii de furt intelectual, sabotaj, activitate de
frauda corporativa, acte coruptibile, etc.

Se considera ca dauna adusa intentionat
de catre angajat este mai nociva si periculoasa
decat o simpla neglijenta in serviciu [4].

in aceasti ordine de idei, se impune o
atentie sporita si o buna cunoastere a tehnicilor
de ,profiling” corporativ In cadrul interviului la
angajarea persoanei, precum si o monitorizare
a acesteia pe perioada de proba.

In viziunea noastra, ,profiling”-ul cor-
porativ este un set de metode si tehnici, dez-
voltate pentru alcatuirea unui portret psiho-
emotional al candidatului cu scopul evaluarii
ulterioare a acestuia pentru a determina com-
portamentul sau. Utilizarea acestor tehnici con-
tribuie la: prognozarea riscurilor de personal si
manageriale, determinarea loialitatii fata de re-
gulile si reglementarile stabilite de companie,
detectarea minciunii pe cale neinstrumental3,
stabilirea principalelor modele comportamen-
tale, sociale, economice si financiare.

Instrumentele de profilare va vor permi-
te sa interpretati In mod obiectiv mesajele ver-
bale si non-verbale ale candidatului, sa evaluati
aspectul exterior al acestuia, fapt care va face
posibila o prezicere a comportamentului aces-
tuia intr-o situatie sau circumstanta de interes
pentru angajator.

Structura fiintei umane este de asa na-
tura, incat minciuna ne este improprie. Atunci
cand intentionam sa denaturam adevarul, fa-
cem un anume efort psiho-emotional si prin
urmare simtim un fel de disconfort emotional.

Profilarea se bazeaza pe determinarea
comportamentului de baza al persoanei, atunci
cand nu exista necesitatea de a spune neade-
var si o ulterioard analiza comportamentala, ca
reactie la anumiti stimuli.

12

create commercial risks and dangers.

However, a delimitation of the notion of
commercial danger risks is required.

We believe that the category of person-
nel risks includes the meaning of faulty man-
agement - when the administrator intention-
ally or negligently admits to the knowledge of
an employee who does not fulfill his functional
duties qualitatively.

Commercial danger appears in cases
when we admit to the exercise of the function
persons who have intentions of intellectual
theft, sabotage, corporate fraud activity, cor-
rupt acts, etc.

It is considered, that the damage caused
intentionally by the employee is more harmful
and dangerous than a simple negligence in the
service [4].

In this vein, greater attention and a good
knowledge of “corporate profiling” techniques
are required during the interview when hiring
the person, as well as monitoring during the
probationary period.

In our view, corporate “profiling” is a set
of methods and techniques, developed to cre-
ate a psycho-emotional portrait of the candi-
date for the purpose of his subsequent evalua-
tion in order to determine his behavior. The use
of these techniques contributes to forecasting
personnel and managerial risks, determining
loyalty to the rules and regulations established
by the company, detecting lies by non-instru-
mental means, establishing the main social,
economic and financial behavioral models.

Profiling tools will allow you to objective-
ly interpret the candidate’s verbal and non-ver-
bal messages, evaluate his external appearance,
which will make it possible to predict his be-
havior in a situation or circumstance of interest
to the employer.

The structure of the human being is such
that lying is inappropriate for us. When we
intend to distort the truth, we make a certain
psycho-emotional effort and therefore re-expe-
rience a kind of emotional discomfort.

Profiling is based on determining the ba-
sic behavior of people, when there is no need to
tell untruths, and subsequent behavioral analy-
sis, in reaction to certain stimuli.

Most of us will avoid telling lies, because
this puts us in the discomfort zone and will
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Majoritatea din noi vom evita a spune
minciuni, pentru ca acest lucru ne aduce in zona
de disconfort si prin urmare va da nastere unor
reactii fiziologice, care pot fi interpretate. Multe
reactii fiziologice, care Tnsotesc comportamen-
tul simulat, se formeaza in zona sistemului ner-
vos vegetativ si nu pot fi controlate prin vointa.

in consecinta, un ,profiler” experimen-
tat actioneaza in felul urmator: el studiaza
comportamentul unei persoane Intr-o situatie
in care aceasta nu este impusa sd mintd. De
exemplu, poarta o discutie abstracta si relaxan-
ta cu intervievatul, dupa care urmeaza etapa
cand sunt utilizati stimulii. Stimulii de obicei
sunt auditivi, sub forma intrebarilor, dar pot fi
folositi si stimuli vizuali sau sonori.

Recomandam intervievatorilor sa se in-
spire din procedeele tactice folosite la audiere,
cum ar fi: folosirea probelor de vinovatie sau
tactica intalnirilor surpriza [5].

Se considera extrem de valorosi intervi-
evatorii cu o experientd in activitatea de ofiter
de urmadrire penald, procuraturd, activitate
speciala de investigatii - oameni care In virtu-
tea profesiei lor au desfasurat multe activitati
specifice, similare interviurilor.

Pe timpul interviului vor fi atent analizati
indicii non-verbali si para-verbali ai intervieva-
tului. Ponderea transmiterii informatiei de catre
0 persoand se exprima In urmatoarea proportie:

therefore give rise to physiological reactions
that can be interpreted. Many physiological re-
actions that accompany simulated behavior are
formed in the area of the autonomic nervous
system and cannot be controlled by will.

Accordingly, an experienced profiler acts
in the following way: he studies the behavior
of a person in a situation where he is not re-
quired to lie. For example, have an abstract and
relaxing discussion with the interviewee, fol-
lowed by the stage when the stimuli are used.
The stimuli are usually auditory, in the form of
questions, but visual or sound stimuli can also
be used.

We recommend that the interviewers be
inspired by the tactical procedures used at the
hearing, such as: the use of evidence of guilt or
the tactic of surprise meetings [5].

Interviewers with experience in the ac-
tivity of a criminal investigation officer, pros-
ecutor, special investigation activity - people
who, by virtue of their profession, have spent
many specific activities similar to interviews,
are considered extremely valuable.

During the interview, the non-verbal and
para-verbal cues of the interviewee will be
carefully analyzed. The weight of the transmis-
sion of information by a person is expressed in
the following proportion:

m Non Verbal

Transmiterea informatiei
Information transmission

M Para verbal

m Verbal

13
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Comunicarea nonverbala o Insoteste pe
cea verbala si apare ca un element de Intarire
a acesteia.

Cel mai des intalnite forme de comunica-
re nonverbald sunt:

» mimica (expresia faciala),

» gestica,

» postura,

» atitudinea,

» vestimentatia,

» comunicarea cu ajutorul distantelor,

» comunicarea cu timpul.

Acestea confirma sau infirma mesajul
verbal, In functie de manifestarile lor.

Persoana care intentioneazad sa spuna o
minciung, trebuie sa ascunda:

— Adevarul,

— Emotia, ce apare odata cu comporta-
mentul simulat.

Orice disimulare este fundamentata de
un anume motiv, care are la baza frica de a fi
pedepsit, dorinta si satisfactia de a reusi, senti-
mentul de vinovatie, etc.

in acest context, disimularea este de obi-
cei acoperitad de gesturi, emotii false neutre sau
pozitive, care sunt considerate ca indicatori ai
minciuni.

Lucrurile se complica in situatiile in care
persoanele sunt special pregatite pentru simu-
larea comportamentului. Cea mai raspandita
metoda este Inlocuirea unui adevar cu altul -
tehnici ce ITngreuneaza detectia minciunii.

O selectie calitativa a personalului, cu
sigurantd va contribui la o crestere semnifica-
tiva a eficientei Intreprinderii.

Pentru rezolvarea problemelor cu perso-
nalul companiilor, in cadrul organizatiilor sunt
create structuri speciale cu functii ce vizeaza
asigurarea securitatii interne sau aceste functii
sunt realizate de agentii specializate.

Exista diverse metode de evaluare a
competentei candidatilor, care permit o clasi-
ficare cat mai precisa a candidatilor pentru un
post Intr-o anumita companie. Identificarea tu-
turor riscurilor, alegerea metodologiei potrivi-
te si stabilirea corectd a cerintelor pentru can-
didat este sarcina unui specialist in recrutare
cu experienta.

In unele situatii, totusi, se impune apli-
carea cunostintelor speciale in procesul de re-
crutare. Ne referim la aplicarea poligrafului in
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Non-verbal communication accompanies
the verbal one and appears as an element to
strengthen it.

The most common forms of non-verbal
communication are:

» mimicry (facial expression),

» gestures,

» posture,

> attitude,

» clothing,

» communication using distances,

» communication in time.

These confirm or deny the verbal mes-
sage, depending on their manifestations.

The person who intends to tell a lie must
conceal:

> The truth,

» Emotion, which appears together with
the simulated behavior.

Any concealment is based on a certain
reason, which is also based on fear of being
punished, the desire and satisfaction of suc-
ceeding, feeling of guilt, etc.

In this context, dissimulation is usually
covered by gestures, fake neutral or positive
emotions, which are considered as indicators
of lying.

Things get complicated in situations
where people are specially trained to simulate
the behavior. The most widespread method is
to replace one truth with another - techniques
that make it difficult to detect a lie.

A qualitative selection of personnel will
certainly contribute to a significant increase in
the efficiency of the enterprise.

In order to solve problems with company
personnel, special structures are created with-
in organizations with functions aimed at ensur-
ing internal security or these functions are per-
formed by specialized agencies.

There are various methods of assessing
the competence of candidates, which allow for
the most accurate classification of candidates
for a position in a particular company.

Identifying all the risks, choosing the
right methodology and correctly setting the re-
quirements for the candidate is the task of an
experienced recruitment specialist.

In some situations, however, it is neces-
sary to apply special knowledge in the recruit-
ment process. We refer to the application of the
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domeniul relatiilor de munca. Facand o analiza
statisticd, deducem ca testarile poligraf sunt
destul de raspandite in lume.

Angajatorul este interesat sa obtina cat
mai multe informatii despre candidatul la o
functie in cadrul intreprinderii, mai ales atunci
cand atributiile unui astfel de angajat presupun
o responsabilitate sporita fata de activele com-
paniei, accesul la strategia de dezvoltare a in-
treprinderii, accesul la date privind informatiile
care pot constitui un secret comercial.

Testarile la poligraf in aceste situatii se
efectueaza la etapa de preselectie In cadrul
unui concurs de preselectie, pentru ocuparea
functiei vacante In Intreprindere. Datorita aces-
tei verificari, angajatorul primeste informatii
valoroase si veridice despre: candidatul la
functie; scopul real al angajarii; daca poate
incredinta accesul la segmente importante ale
activitatii companiei.

O situatie deosebita este In cazul angaja-
rii personalului pentru deservirea infrastructu-
rilor critice. Desi abordarile difera, avand drept
punct de plecare elementele comune cu privire
la importanta functionarii in siguranta si efec-
tele induse, conceptul de ,infrastructura criti-
ca” poate fi asimilat cu orice entitate economica
functionala, care ofera produse, bunuri si ser-
vicii de utilitate publica, vitale pentru Intreaga
societate si a cdrei distrugere, degradare ori
aducere iIntr-o stare nefunctionala produce un
impact major In plan economico-social, 1a nivel
micro- si macro-regional [6].

Potrivit unei definitii europene, la care
ne alaturam, la infrastructurile critice se refe-
ra: ,instalatii, retele, servicii si active care, in
caz de oprire sau de distrugere, pot sa produca
efecte nocive asupra sanatatii, securitatii sau
bunastarii economice a cetatenilor sau activi-
tatilor guvernelor statelor UE”.

Amenintdrile si pericolul major in aces-
te situatii pot fi provocate de actiuni tero-
riste, acte de sabotaj, etc. Complexitatea si
interdependenta acestor infrastructuri im-
pun masuri speciale de protectie atat la nivel
national, cat si la nivel international.

Ne referim la sistemele de infrastructuri
critice pentru care sunt stabilite masuri specia-
le de protectie, In cadrul Uniunii Europene [7],
si anume:

— Instalatiile si retelele de distributie din
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polygraph in the field of labor relations. By do-
ing a statistical analysis, we deduce that poly-
graph tests are quite widespread in the world.

The employer is interested in obtaining
as much information as possible about the can-
didate for a position in the company, especially
when the duties of such an employee involve
increased responsibility for the company’s as-
sets, access to the company’s development
strategy, access to information data, which may
constitute a trade secret.

The polygraph tests in these situations
are carried out at the pre-selection stage with-
in a pre-selection competition, for filling the
vacant position in the company. Thanks to this
verification, the employer receives valuable
and truthful information about the candidate
for the position, the real purpose of the em-
ployment, and whether he can entrust access to
important segments of the company’s activity.

A special situation is in the case of hiring
staff to service critical infrastructures.

Although the approaches differ, having as
a starting point the common elements regard-
ing the importance of safe operation and the
induced effects, the concept of “critical infra-
structure” can be assimilated to any functional
economic entity, which offers products, goods
and services of public utility, vital for the whole
society and whose destruction, degradation or
bringing into non-functioning state produces a
major economic-social impact, at the regional
micro and macro level [6].

According to a European definition,
which we adhere to, critical infrastructure re-
fers to: “facilities, networks, services and assets
that, in case of shutdown or destruction, can
produce harmful effects on the health, security
or economic well-being of citizens or activities
governments of the EU states”.

The major threats and danger in these
situations can be caused by terrorist actions,
acts of sabotage, etc.

The complexity and interdependence of
these infrastructures require special protection
measures at the national and international level.

We refer to the critical infrastructure sys-
tems for which special protection measures are
established within the European Union [7], and
namely:

Installations and distribution net-
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domeniul energetic (sub-sectoare legate de
energie electricd, petrol, gaze);

— Tehnologiile de  comunicatii
informatii;

— Institutiile care asigura sectorul finan-
ciar-bancar si pietele de valori si investitii;

— Platformele si institutiile sistemului de
sanatate;

— Mijloacele de productie si distributie
pentru sectorul alimentar;

— Aprovizionarea cu apa;

— Transportul feroviar, rutier, aerian, pe
apa si instalatiile aferente utilizate;

— Productia, stocajul si transportul pro-
duselor periculoase (materiale chimice, biolo-
gice, radiologice si nucleare);

— Administratia (armata, jandarmeria si
politia).

Factorul uman este un element indispen-
sabil al activitatii in siguranta a infrastructuri-
lor critice, dar, In acelasi timp, el este un ele-
ment ce urmeazd sa fie obiectul unei analize
de risc bazate pe vulnerabilitatea acestuia si
impactul potential.

Directiva 2008/114/CE a Consiliului Eu-
ropei din 8 decembrie 2008, privind identifica-
rea si desemnarea infrastructurilor critice eu-
ropene si evaluarea necesitatii de Iimbunatatire
a protectiei acestora, mentioneaza acest lucru
in mod expres [8].

Tot mai des sunt solicitate examindri-
le pentru stabilirea viciilor angajatilor sau ale
persoanelor ce urmeaza sa fie angajate la ser-
viciu. Ne referim la asa vicii ca: dependenta de
droguri, dependenta de consumul excesiv al
bauturilor alcoolice, cleptomania etc.

Un rol aparte il au examindrile poligraf
destinate stabilirii tuturor circumstantelor
ce tin de anchetele de serviciu In cadrul com-
paniilor. In orice colectiv sunt posibile furturi
in proportii mici, deteriorari intentionate ale
bunurilor, forme de intimidari si agresiuni -
situatii cu care, de obicei, nu se adreseaza ime-
diat la organele de politie. Serviciile de securi-
tate Incerca sa lamureasca lucrurile la nivelul
sau, initiind anchete de serviciu.

Un exemplu elocvent este o situatie din
propria practica ce se referea la un furt din
geantd, care se afla intr-un birou unde accesul
era permis doar persoanelor care se cunosteau
de mult timp si erau in relatii foarte bune. In

si
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works in the energy field; (under sectors re-
lated to electricity, oil, gas.)

— Communication and information tech-
nologies;

— The institutions that ensure the finan-
cial-banking sector and the stock and invest-
ment markets;

— Health system platforms and institu-
tions;

— The means of production and distribu-
tion for the food sector;

— Water supply;

— Rail, road, air, water transport and re-
lated facilities used;

— Production, storage and transport of
dangerous products (chemical, biological, ra-
diological and nuclear materials);

— Administration (army, gendarmerie
and police).

The human factor is an indispensable ele-
ment of the safe operation of critical infrastruc-
tures, but at the same time, it is an element to
be subject to a risk analysis based on its vulner-
ability and potential impact.

Directive 2008/114/EC of the Council
of Europe of December 8, 2008, regarding the
identification and designation of European
critical infrastructures and the assessment of
the need to improve their protection expressly
mentions this [8].

More and more often, examinations are
requested to establish the vices of employees
or people to be employed at work. We refer to
such vices as: drug addiction, addiction to ex-
cessive consumption of alcoholic beverages,
kleptomania, etc.

A special role is played by polygraph
examinations designed to establish all the cir-
cumstances within the framework of service
investigations within companies. Small-scale
thefts, intentional damage to property, forms
of intimidation and aggression are possible in
any group - situations that are usually not im-
mediately addressed to the police. The security
services are trying to clear things up at his level
by initiating official inquiries.

An eloquent example is a situation from
my own practice that referred to a theft from a
bag, which was in an office where access was al-
lowed only to people who had known each other
for a long time and were on very good terms. In
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aceasta situatie s-a dorit aflarea adevarului cu
privire la disparitia banilor din geantd, dar nu
prin intermediul organelor politienesti. Prin
urmare a fost dispusa o ancheta de serviciu
pentru stabilirea circumstantelor disparitiei
banilor si a fost solicitatd petrecerea testarii cu
aplicarea poligrafului.

Daca in exemplul de mai sus are de su-
ferit doar reputatia unei persoane din colectiv,
in alte cazuri actiunile angajatilor vor supune
riscurilor de reputatie compania, care intr-un
final, implicit vor contribui la pierderi de ordin
financiar.

Un studiu aprofundat cu privire la fac-
torii ce ar putea declansa aparitia riscurilor ce
tin de reputatie 1i apartine domnului Manea
Ciprian in cadrul tezei ,Managementul riscului
reputational in domeniul bancar”, in care ex-
pres sunt puse 1n evidentd etica si integritatea
factorului uman [9].

La ora actuald, exista diferite catego-
rii de documente si politici ale corporatiilor
mari, ce reglementeaza riscurile de pierdere a
reputatiei.

Spre exemplu, o referire clard asupra fac-
torilor ce pot provoca riscuri de reputatie Intal-
nim in Politicile privind administrarea riscuri-
lor semnificative in BC ,Moldindconbank” S.A.,
ca fiind piloni de baza in orientarea activitatilor
Bancii pe coordonate de eficienta. [10].

in acest context, se mentioneaza: riscul
de reputatie operationald, cand o activitate, ac-
tiune sau pozitie a bancii, a administratorilor
si/sau a persoanelor afiliate bancii va dauna
imaginii bancii, astfel Incat va fi afectat profitul
fondurilor proprii ale bancii [10, p.5].

Vom aduce un exemplu din propria prac-
tica: ,La o banca comerciald din Republica Mol-
dova, in cadrul serviciului de securitate au apa-
rut suspiciuni cu privire la o persoana cu drep-
tul de decizie, precum ca ar favoriza acordarea
de credite persoanelor, Incalcand procedurile
impuse in acest sens. A fost luata decizia aplica-
rii poligrafului pentru a stabili circumstantele
acestui fapt. Urmare a acestei masuri, au fost
inlaturati factorii ce aduceau bancii prejudicii
de ordin material si de reputatie.

Datorita faptului ca poligraful a reusit
sa rezolve o situatie complicatd in ter-
meni restransi, cu pastrarea unui grad de
confidentialitate, banca a luat decizia sa modi-
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this situation, they wanted to find out the truth
about the disappearance of the money from the
bag, but not through the police. Therefore, a ser-
vice investigation was ordered to establish the
circumstances of the disappearance of the mon-
ey and a polygraph test was requested.

If in the above example only the reputa-
tion of one person from the collective suffers,
in other cases the actions of the employees
will subject the company to reputational risks
which in the end, implicitly, will also contribute
to financial losses.

An in-depth study on the factors that
could trigger the appearance of reputational
risks belongs to Mr. Manea Ciprian in the thesis
“Reputational risk management in the banking
field”, in which the ethics and integrity of the
human factor are expressly highlighted [9].

Currently, there are different categories
of documents and policies of large corpora-
tions, which regulate reputational risks.

For example, a clear reference to the fac-
tors that can cause reputational risks are pro-
vided in the Policies regarding the management
of significant risks in BC “Moldindconbank”
S.A., as basic pillars in orienting the Bank’s ac-
tivities on efficiency coordinates. [10].

Within this context, it has been men-
tioned: operational reputation risk, when an
activity, action or position of the bank, adminis-
trators and/or persons affiliated with the bank
will damage the bank’s image, so that the bank’s
profit and own funds will be affected. [10, p. 5]

We will give an example from our own
practice: “At a commercial bank in the Republic
of Moldova, within the security service, suspi-
cions arose regarding a person with the right to
make decisions, as if he would favor the grant-
ing of loans to individuals, violating the proce-
dures imposed in this sense. It was decided to
apply the polygraph to establish the circum-
stances of this fact. Following this measure, the
factors causing reputational and material dam-
age to the bank were removed.

Due to the fact that the polygraph was
able to solve a complicated situation in limited
terms, while maintaining a degree of confiden-
tiality, the bank made the decision to amend the
individual employment contracts, introducing
a clause whereby employees give their consent
to be tested with the application of the poly-
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fice contractele individuale de munca, introdu-
cand o clauza prin care angajatii dau acordul sa
fie testati cu aplicarea poligrafului cu o anumita
periodicitate. In consecinti, urmare a modifica-
rii contractelor de munca, au depus cerere de
eliberare din functia ocupata inca 4 sefi de fi-
liale-factori de decizie in eliberarea creditelor.

Situatia creatd permite sa concluzio-
nam, ca poligraful a functionat si ca masura de
profilaxie si probabil ca masura de prevenire.
Insati conditia in contract de a accepta testa-
rea cu aplicarea poligrafului va contribui la
micsorarea numadrului candidatilor cu intentii
si scopuri ,neloiale” companiei la care urmeaza
sa se angajeze.

Preocuparea principala a oricarui recru-
tor este Intelegerea atitudinii reale a unui can-
didat pentru ocuparea functiei la care urmeaza
sa fie angajat. Un recrutor are sarcina dificila de
a analiza un numar de persoane necunoscute si
de a identifica dintre acestea persoana cea mai
potrivita pentru a ocupa postul vacant al compa-
niei. La etapa interviului el are la dispozitie doar
CV-ul persoanei, fapt care 1i permite sa se infor-
meze doar despre starea familiala, studii, limbi
vorbite etc., dar acest lucru nu este suficient.

O persoana care vrea cu orice pret sa
obtina jobul, ar putea Intocmi un CV cu date
eronate, ascunzandu-si propriile defecte. De
aici apar urmatoarele Intrebari: cum se va pre-
zenta persoana dupa angajare, cum va colabo-
ra cu colegii, cum va proceda in situatii critice,
cum va solutiona conflictele cu clientii, care
sunt calitatile ei morale si etice adevarate?

Angajatii subdiviziunilor de securitate din
cadrul companiilor au obligatia sa nu se limiteze
doar la o analizd comportamentala a angajatu-
lui la etapa preselectiei, ci sa efectueze o analiza
ampla a acestora si pe perioada ulterioara.

Natura umana in permanenta se afla intr-
un proces de schimbare si modificare n functie
de anumiti factori. In acest sens, omul suferi
modificari comportamentale sub influenta me-
diului in care se afla. Iar locul de munca este un
mediu ce poate schimba comportamentul per-
soanei spre bine sau spre rau si, din acest motiv,
angajatul urmeaza sa fie in continuare ,tutelat”.

Procedura de analiza comportamentala a
angajatului poate fi impartita in cateva actiuni
manageriale:

v’ Analiza pe perioada de adaptare;
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graph with a certain periodicity. Consequently,
as a result of the change in the employment
contracts, 4 more heads of branches-decision-
makers in the granting of loans submitted a re-
quest to be released from their position.

The situation created allows us to con-
clude that the polygraph also worked as a pro-
phylactic measure and probably as a preventive
measure. The condition in the contract to ac-
cept polygraph testing will contribute to reduc-
ing the number of candidates with intentions
and goals “disloyal” to the company they are
going to work for.

The main concern of any recruiter is to
understand the real attitude of a candidate for
the position to be hired.

A recruiter has the difficult task of sift-
ing through a number of unknown people and
identifying among them the most suitable per-
son to fill the company’s vacancy. At the inter-
view stage, he only has the person’s CV at his
disposal, which allows him to find out informa-
tion only about family status, studies, languag-
es spoken, etc., but this is not enough.

A person who, wants by all means, to
get the job could draw up a CV with erroneous
data, hiding their own flaws. In consequence,
questions arise related to how the person will
present himself after employment: how will he
collaborate with colleagues, how will he pro-
ceed in critical situations, how will he resolve
conflicts with clients, what are the true moral
and ethical qualities?

The employees of the security subdivi-
sions within the companies are obliged not
only to conduct a behavioral analysis of the
employee at the pre-selection stage, but also
to conduct an extensive analysis of them in the
subsequent period as well.

Human nature is constantly in a process
of change, modification according to certain
factors. In this sense, he undergoes behavioral
changes under the influence of the environ-
ment in which he is. The workplace is an envi-
ronment that can change the person’s behavior
for better or worse and for this reason, the em-
ployee should continue to be “guarded”.

The employee behavioral analysis pro-
cedure can be divided into several managerial
actions:

v' Analysis during the adaptation period;



<$tiin1;eju ridice// Legal Sciences, nr.17/ 2023, ISSN 1857-0976, E-ISSN 2953—6898)

v/ Prin acceptarea sau respectarea de ca-
tre angajat a normelor comportamentale impu-
se de regulamentele interne;

v’ Atestarea angajatului.

O importanta deosebita trebuie acordata
unei analize a activitatii candidatului la locul pre-
cedent de lucru. Este des Intalnita practica conce-
dierii angajatului si, odata cu aceasta, el pleaca cu
baza de clienti sau sustrage toate materialele din
calculatorul de serviciu. Orice angajator trebuie
sa fie atent cu asemenea persoane, care In mod
sigur vor proceda in acelasi mod si In raport cu
alte companii ce urmeaza sa le angajeze.

Generalizand cele expuse, conchidem
ca ,recruiting”-ul este asociat in mod constant
cu riscuri - atat la etapa de preselectie a candi-
datului, cat si pe perioada de proba, activitate
propriu-zisa si concediere.

Pentru a mentine o reputatie buna si un
climat favorabil pe interior, companiile ar tre-
bui sd atraga mai multa atentie angajatilor sai si
sa nu ignore recomandarile cu privire la proce-
durile ce vizeaza o serie de verificari, incepand
cu locul de munca anterior, precum si verificari
speciale necesare ocupdrii postului de munca
(psihologice, medicale etc.).

Consideram ca un factor extrem de im-
portant, care trebuie avut in vedere, este loia-
litatea angajatului. Verificarea loialitatii este
posibila prin aplicarea cunostintelor speciale
pentru detectarea comportamentului simulat
prin aplicarea poligrafului. Acuratetea sisteme-
lor computerizate contemporane se apropie de
98%, lucru ce permite detectarea intentiilor as-
cunse ale angajatului.

In situatiile aplicarii poligrafului pentru
testarea angajatilor, recomandam folosirea tes-
telor construite dupa metodologia Jntrebirile
de control”.

De remarcat ca angajatii loiali pazesc cu
strictete secretele comerciale ale companiei.
Sunt mereu in garda, controleaza posibilele
amenintiri si le contracareaza. In mod cert, un
angajat loial nu va trada in niciun caz interesele
companiei.
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v' Through the employee’s acceptance
and compliance with the behavioral norms im-
posed by the internal regulations;

v’ Attestation of the employee;

Particular importance should be given
to an analysis of the candidate’s activity at the
previous workplace. It is common practice to
fire the employee and with him he leaves with
the customer base or all the materials from the
work computer. Any employer must be careful
with such people, he will do exactly the same
in relation to other companies that are going to
hire him.

Generalizing the above, we conclude
that recruiting is constantly associated with
risks - both at the candidate pre-selection stage,
as well as during the trial period, actual activity
and dismissal.

In order to maintain a good reputation
and a favorable internal climate, interested
companies should pay more attention to their
employees and should not ignore the recom-
mendations regarding the procedures aimed
at a series of checks, starting with the previous
workplace, as well as checks special require-
ments for employment (psychological, medical,
etc.).

We consider an extremely important fac-
tor that must be taken into account - the loyalty
of the employee. Loyalty verification is possible
through the application of special knowledge
in the detection of simulated behavior through
the application of the polygraph. The accuracy
of contemporary computerized systems ap-
proaches 98%, which allows the detection of
the hidden intentions of the employee.

In the situations of applying the poly-
graph for testing employees, we recommend
using tests built according to the “Control ques-
tions” methodology.

Loyal employees strictly guard the com-
pany’s trade secrets. They are always on guard,
control possible threats and counter them. For
a loyal employee, betraying the interests of the
company is simply impossible.
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