Anale stiintifice ale Academiei ,Stefan cel Mare" a MAI al Republicii Moldova
Scientific Annals of the Academy "Stefan cel Mare” of MIA of the Republic of Moldova

CZU: 343.91/.97:343.326

METODE CONTEMPORANE
DE ATRAGERE A PERSOANELOR
TN ACTIVITATI TERORISTE

Alexandru PARENIUC,
doctor in drept, conferentiar universitar

Vasili BEDA,
doctorand

DOI10.5281/zenodo.7625154

CONTEMPORARY METHODS
OF ATTRACTING PEOPLE IN TERRORIST
ACTIVITIES

Alexandru PARENIUC,
PhD, associate professor

Vasili BEDA,
PhD student

in prezent, una dintre cele mai semnificative
amenintdri la adresa securitdtii tdrilor din spatiul
CSl continud sd rdmdand activitdtile organizatiilor
teroriste si ale unor organizatii extremiste, pre-
cum si ale teroristilor singuratici, menite sd sub-
mineze fundamentele ordinii constitutionale a
statelor, crednd in constiinta publicului o atmo-
sferd de fricd fatd de teroristi si idei despre inca-
pacitatea guvernelor nationale de a contracara
aceastd amenintare.

Investigatia efectuatd prezintd analiza sem-
nelor socio-psihologice ale persoanelor implicate
in activitdtile unor astfel de organizatii, identifi-
carea acestor semne si elaborarea unor orientdri
specifice, ce ar permite angajatilor organelor de
drept si serviciilor speciale aplicarea unor instru-
mente metodologice de identificare a caracteris-
ticilor socio-psihologice ale persoanelor implicate
in activitdtile organizatiilor teroriste si extremiste
religioase.

Cuvinte-cheie: terorism, extremism, semne so-
cio-psihologice, racolare, securitatea nationald.

Nowadays, one of the most significant threats
to the CIS countries’ security continues to be the
activities of terrorist and extremist organizations,
as well as lone terrorists, aimed at undermin-
ing the foundations of the constitutional order
of states, creating in the public’s mind an atmo-
sphere of fear of terrorists and ideas about the in-
ability of national governments to counteract this
threat.

The carried out investigation presents the
analysis of the social-psychological signs of the
people involved in the activities of such organi-
zations, the identification of these signs and the
elaboration of specific guidelines, which would
allow the employees of law enforcement bod-
ies and special services to apply methodological
tools to identify the social-psychological charac-
teristics of people involved in the activities of ter-
rorist and religious extremist organizations.

Keywords: terrorism, extremism, social-psy-
chological signs, recruitment, national security.

Introducere. Lupta cu criminalitatea
in general si infractiunile cu caracter terorist
in special nu poate fi eficienta fara o studiere
profunda a personalitatii infractorului terorist.
Aprecierea dinamicii criminalitatii cu caracter
terorist si prognozarea tendintelor sale depind
de datele generalizate despre personalitatea
celor care savarsesc infractiuni, caracteristica
contingentului respectivelor persoane in func-
tie de varsta, starea familiala, studii, particula-
ritatile psihologiei etc.

In scopul realizirii acestui studiu, auto-
rii au recurs preponderent la metoda selectiei
rationale, cu utilizarea procedeelor de monito-

Introduction. The fight with overall crime
and offences with terrorist character in particu-
lar, cannot be effective without a deep study of
the personality of the terrorist. Assessment of
the status and dynamics of the crime and fore-
casting its trends depend on the generalized
data about the personality of those who commit
these kind of crimes, the characteristic features
of these persons depending on age, family sta-
tus, studies, psychological peculiarities etc.

In order to carry out this study, the au-
thors mainly resorted to the method of ratio-
nal selection, with the use of monitoring pro-
cedures of bibliographic sources, as well as the
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ring al surselor bibliografice, precum si exami-
narea temelor de cercetare executate anterior.

Studierea caracteristicilor psihologice
ale personalitatii unui terorist este un subiect
actual 1n cadrul cercetarilor stiintifice atat in
stiinta autohtond, cat si in cea straina.

In acelasi timp, in ciuda experientei si
realizarii unor astfel de studii, este imposibil
de tras o concluzie fara ambiguitate despre
factorii individual-personali, socio-psihologici
si socio-demografici, ce determina intentia
unei persoane de a comite acte teroriste si alte
actiuni violente de natura extremista.

Rezultatele analizei diverselor studii,
orientate spre cercetarea caracteristicilor per-
sonale si socio-psihologice ale teroristilor, ne
permit sa distingem doud abordari principale
luate in considerare:

- socio-demografica;

- motivationala.

In cadrul aborddrii socio-demografice,
accentul principal este plasat pe studiul carac-
teristicilor sociale ale unui individ implicat in
activitati teroriste sau extremiste:

- conditiile materiale si de viatd ale acestuia,

— statutul social,

- starea civil3,

- caracteristicile de gen si varst3,

- nivelul de educatie,

- apartenenta la categorii sociale vul-
nerabile de cetateni (migranti de muncg,
minoritati nationale sau religioase etc.).

In acelasi timp, se presupune cd un in-
divid devine terorist sau extremist din cauza
defectelor educatiei familiale, a unui nivel in-
suficient de educatie, a particularitatilor soci-
alizarii sale si a obtinerii unui anumit statut in
societate. Cu alte cuvinte, activitatea terorista
sau extremista devine pentru individ singura
optiune de includere a acestuia in procesul so-
cial si relatiile interpersonale normale.

De regul3, studierea socio-demografica a
personalitatii teroristilor si extremistilor se re-
alizeaza in cadrul cercetdrii criminologice, care
vizeaza identificarea legaturilor comune intre
actele teroriste si alte acte criminale de natura
violenta (omucideri, incendii, explozii etc.).

In cadrul aborddrii motivationale sunt
studiate conditiile psihologice interne care de-
termind persoana sa desfiasoare activitati te-

examination of previously executed research
topics.

Studying the psychological character-
istics of a terrorist’s personality is a current
subject of scientific research in national and
foreign science.

At the same time, despite the experience
and realization of such studies, it is impossible
to make an unambiguous conclusion which are
individual, social-psychological and social-de-
mographic factors, which determine a person’s
intention to commit terrorist acts and other ac-
tions violence of an extremist nature.

The analysis results of various studies
aimed at studying the personal and social-psy-
chological characteristics of terrorists, allow us
to distinguish two main approaches taken into
account:

- social-demographic;

- motivational.

Within the social-demographic ap-
proach, the main focus is placed on the study
of the social characteristics of an individual in-
volved in terrorist or extremist activities:

- his material and living conditions,

- social status,

- marital status,

- gender and age characteristics,

- level of education,

- belonging to vulnerable social catego-
ries of citizens (labor migrants, national or reli-
gious minorities, etc.).

At the same time, it is assumed that an
individual becomes a terrorist or extremist
due to defects in family upbringing, an insuffi-
cient level of education, the peculiarities of his
socialization and obtaining a certain status in
society. In other words, terrorist or extremist
activity becomes for the individual the only op-
tion for his inclusion in the social process and
normal interpersonal relations.

As a rule, the social-demographic study
of the personality of terrorists and extremists
is carried out as part of criminological research
aimed at identifying common links between
terrorist acts and other violent criminal acts
(murders, fires, explosions, etc.).

Within the motivational approach, the
internal psychological conditions that cause
the person to carry out terrorist or extremist
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roriste sau extremiste. Activitatea respectiva
a individului este justificata de prezenta unei
necesitati nesatisfacute, care provoaca o stare
emotionald negativa. In cadrul acestei abordari,
pare posibil sa se identifice premisele interne
sprofunde” pentru implicarea unei persoane
in activitati teroriste si extremiste religioase si,
prin urmare, sa justifice diferente semnificati-
ve In psihologia teroristilor si extremistilor fata
de cei care comit alte infractiuni violente. De
mentionat ca aceasta abordare este luata in con-
siderare de cdtre psihologii serviciilor speciale si
ai organelor de drept, atunci cand se organizeaza
si se desfasoara masuri preventive care vizeaza
prevenirea implicarii in activitatile organizatiilor
teroriste a persoanelor potential vulnerabile fata
de influenta ideologiilor radicale.

Ambele abordari prezinta atat anumite
avantaje, cat si dezavantaje, care nu permit or-
ganizarea adecvata a activitatii oamenilor legii
si a serviciilor speciale pentru a identifica ca-

activities are studied. The respective activity of
the individual is justified by the presence of an
unsatisfied need, which causes a negative emo-
tional state. Within this approach, it seems pos-
sible to identify the “deep” internal premises
for a person’s involvement in terrorist and re-
ligious extremist activities and thereby justify
significant differences in the psychology of ter-
rorists and extremists compared to those who
commit other violent crimes. It should be noted
that this approach is taken into account by psy-
chologists of special services and law enforce-
ment bodies when organizing and carrying out
preventive measures aimed at preventing the
involvement in the activities of terrorist orga-
nizations of people potentially vulnerable to
the influence of radical ideologies.

Both approaches present certain advan-
tages and disadvantages, which do not allow
the adequate organization of the activity of law
enforcement officers and special services in

atribute demonstrative ale aspectului exterior,
urme ale unei schimbiri recente a aspectului,
precum si semne de stres neuro-emotional
ridicat al unui potential terorist

EXTERTOARE

demonstrarea apartenentei catre o organizatie
COMPORTAMENTALE teroristd sau extremista, prezenta tiparelor de
vorbire caracteristice reprezentantilor structurilor
radicale etc.

nivelul de dezvoltare sociala, calitatea vietii (in
aspecte cotidiene gi materiale), o caracteristica
SOC10-DEMOGRAF ICE | calitativa a statutului social (pozitia unei
persoane Tn societate, atitudinea oamenilor din
jurul ei) etc.

un set de caracteristici psihofiziologice
(caracteristici ale temperamentului si proprietati
ale sistemului nervos central), cognitive (trasaturi
ale gandirii), emotional - volitionale si
comunicative ale unei persoane

INDIVIDUAL -
PSTHOLOGICE

SEMNELE SOCIO-PSTHOLOGICE

racteristicile socio-psihologice ale acestei cate-
gorii de persoane si a le lua in considerare in
procesul activitatii speciale de investigatii.

In acest sens, pentru a asigura o aborda-
re unitard a desemnarii acestui grup de trasa-
turi, propunem utilizarea definitiei elaborate de
echipa de autori [5], conform careia trasaturile
socio-psihologice ale persoanelor implica-
te in acte teroriste si activitatile extremiste
religioase sunt intelese ca un ansamblu de ca-
racteristici externe, comportamentale, social-
demogrdfice si psihologice individuale care in-

demonstrative attributes of external appearance,
traces of a recent change in appearance, as well
as signs of high neuro-emotional stress of a
potential terrorist

demonstration of belonging to a terrorist or
tremist organization, the presence of

BEHAVIORAL | & .

characteristic speech patterns of the radical

structures' representatives, etc.

the social development level, the quality of

SOCIAL - life (quotidian and material aspects), a
DEMOGRAPHIC qualitative characteristic of social status (a
person's position in society, the attitude of
people from his environment, etc.)

a set of psychophysiological (characteristics of

INDIVIDUAL - \ temperament and the central nervous system's
PSYCHOLOGICAL properties ), cognitive (traits of thinking),
emotional-volitional and communicative
characteristics of a person

SOCIAL-PSYCHOLOGICAL SIGNS

order to identify the social-psychological char-
acteristics of this category of people and take
them into account in the process of special in-
vestigative activity.

In this sense, to ensure a unified ap-
proach to the designation of this group of
traits, we propose using the definition devel-
oped by the team of authors [5], according
to which the social-psychological traits of
people involved in terrorist acts and reli-
gious extremist activities are understood as
a complex of individual external, behavioral,
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dica la posibilitatea individului sd desfasoare
activitati ilegale de naturad teroristd sau extre-

mistd (a se vedea schema).

Schema: Caracteristicile socio-psihologice ale
persoanelor implicate in activitdti teroriste si extre-
miste religioase

In acelasi timp, prin semnele exter-
ne caracteristice membrilor organizatiilor
internationale teroriste si extremiste de natura
religioasa sunt intelese atributele demonstra-
tive ale aspectului, urme ale unor schimbari
recente a aspectului exterior, precum si semne
de stres neuro-emotional avansat, exterioriza-
te de un potential terorist.

Drept semne comportamentale ale
persoanelor, posibil implicate in activitati te-
roriste si religios-extremiste, intelegem mani-
festarea interesului fata de activitati teroriste,
fata de originile ideologice ale terorismului si
literatura din acest domeniu, demonstrarea
apartenentei la o organizatie terorista sau ex-
tremista, prezenta tiparelor de vorbire carac-
teristice reprezentantilor structurilor radical-
extremiste etc.

In cadrul acestor recomandari metodolo-
gice, prin caracteristici socio-demografice se
intelege:

- nivelul de dezvoltare sociald (pozitia
unei persoane in societate),

- calitatea vietii (In aspecte cotidiene si
materiale),

- caracteristica calitativa a statutului so-
cial (pozitia persoanei in societate, atitudinea
oamenilor din jurul ei).

Prin caracteristici psihologice indivi-
duale intelegem un set de caracteristici psi-
hofiziologice (trasaturi ale temperamentului
si proprietati ale sistemului nervos central),
cognitive (trasaturi ale gandirii), emotional-
volitive si comunicative ale unei persoane, a
caror identificare este posibila prin analiza
informatiilor documentare despre subiectul de
investigatii, studierea activitatii sale pe retelele
de socializare (internet), precum si prin con-
tactul personal cu acesta de catre ofiterii de
investigatii (sau alte persoane, care acorda
asistenta organelor de aplicare a legii pe baza
de voluntariat).

social-demographic and psychological char-
acteristics that indicate the possibility of the
individual to carry out illegal activities of a

terrorist or extremist nature (see the figure).

Schema: Caracteristicile social-psihologice ale
persoanelor implicate in activitdti teroriste si extrem-
iste religioase

At the same time, by the external signs
which characteristic to members of interna-
tional terrorist and religious extremist orga-
nizations are understood the demonstrative
attributes of the appearance, traces of recent
changes in the external appearance, as well as
signs of advanced neuro-emotional stress ex-
ternalized by a potential terrorist.

As behavioral signs of people, possibly
involved in terrorist and religious-extremist
activities, we understand the manifestation of
interest in terrorist activities, in the ideological
origins of terrorism and the literature in this
field, the demonstration of belonging to a ter-
rorist or extremist organization, the presence
of characteristic speech patterns of representa-
tives of radical-extremist structures, etc.

Within these methodological recommen-
dations, social-demographic characteristics
are understood as:

- the level of social development (a per-
son’s position in society),

- quality oflife (in everyday and material
aspects),

- qualitative characteristic of the social
status (the position of the person in society, the
attitude of the people around him), etc.

In turn, individual psychological char-
acteristics are understood as a set of psycho-
physiological (characteristics of temperament
and properties of the central nervous system),
cognitive (characteristics of thinking), emotion-
al-volitional and communicative characteristics
of a person, the identification of which is possi-
ble through analysis documentary information
about the subject of investigations, studying his
activity on social networks (Internet), as well
as through personal contact with him by inves-
tigative officers (or other persons, who provide
assistance to law enforcement bodies on a vol-
untary basis).
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In ciuda faptului ci fenomenul extremis-
mului pana In prezent se studiaza pe larg in
stiinte politice, sociologie, filozofie, psihologie,
jurisprudenta, Inca mai exista dispute in co-
munitatea stiintifica cu referire la conceptul si
caracteristicile sale esentiale, fapt ce indica la
complexitatea fenomenului respectiv.

Este evident ca aceasta problema a apa-
rut, in primul rand, in contextul complexitatii
caracterului acestui fenomen socio-politic (pe
de o parte, aceasta este o categorie socio-poli-
tica, pe de altd parte, este o categorie juridica
fird o definitie legislativd clar expusi). In al
doilea rand, fenomenul respectiv se datoreaza
varietatii teoriilor ideologice ale extremismului
(de la ultra-stanga la ultra-dreapta). in al trei-
learand, acesta este un anumit tip de constiint3,
caruia 1i este caracteristica o divizare stricta a
intregului spatiu semantic al dezvoltdrii so-
cioculturale. In al patrulea rand, problema se
complica datoritd varietatii de manifestari ale
extremismului (politic, religios, economic, de
tineret, de mediu si chiar de consumator) [7].

Motivele care genereazd implica-
rea persoanelor in activitati teroriste sunt
circumstante semnificative pentru individ,
care provoacd materializarea intentiilor de
naturd teroristd.

Prin conditii favorabile implicarii per-
soanelor 1n activitati teroriste trebuie intelese
unele fenomene obiective care nu generea-
zd, ci contribuie la implicarea individului in
activitdti teroriste.

Combinatia de cauze si conditii (care pot
fi definite prin conceptul de ,factori”) provoa-
ca in cele din urma implicarea unei persoane in
activitati teroriste.

Pentru a analiza si descrie acesti factori,
este necesar de luat in considerare o serie de
fenomene politice, ideologice, religioase, et-
nice, economice si sociale care contribuie la
implicarea in activitati teroriste, precum si de
studiat si de supus analizei mecanismele unei
astfel de implicari.

Formand o anumita clasificare a facto-
rilor care contribuie la implicarea 1n activitati
teroriste, se pot distinge urmatoarele compo-
nente[11, p.3-4]:

- ideologice,

- etnice,

Despite the fact that the phenomenon of
extremism is widely studied in political scienc-
es, sociology, philosophy, psychology, jurispru-
dence, there are still disputes in the scientific
community with reference to the concept and
its essential characteristics, a fact that indicates
the complexity of the respective phenomenon.

[t is obvious that this problem arose, first
of all, in the context of the complexity of the na-
ture of this social-political phenomenon (on the
one hand, this is a social-political category, on
the other hand, it is a legal category without a
clearly defined legislative definition). Secondly,
due to the variety of ideological theories of ex-
tremism (from ultra-left to ultra-right). Third-
ly, this is a certain type of consciousness, which
is characterized by a strict division of the entire
semantic space of sociocultural development.
Fourthly, due to the variety of manifestations
of extremism (political, religious, economic,
youth, environmental and even consumer) [7].

The reasons that generate the involve-
ment of people in terrorist activities are sig-
nificant circumstances for the individual,
which cause the materialization of terrorist
intentions.

The favorable conditions for the involve-
ment of individuals in terrorist activities must
be understood as some objective phenomena
that do not generate but contribute to the in-
dividual’s involvement in terrorist activities.

The combination of causes and condi-
tions (which can be defined by the concept of
“factors”) ultimately causes a person to engage
in terrorist activities.

To analyze and describe these factors, it
is necessary to consider a number of political,
ideological, religious, ethnic, economic and so-
cial phenomena that contribute to involvement
in terrorist activities, as well as to study and
analyze the mechanisms of such involvement.

Forming a certain classification of fac-
tors that contribute to involvement in terror-
ist activities, the following can be distinguished
[11, p.3-4]:

- ideological,

- ethnic,

- religious,

- political,

— economical,
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- religioase,

- politice,

- economice,

sociale.

Ideologice, etnice si religioase. Legea
Republicii Moldova ,,Cu privire la prevenirea si
combaterea terorismului” defineste terorismul
ca fiind ,fenomen cu un grad inalt de pericol
social, caracterizat printr-o ideologie radicala
si o practica de influentare prin violenta a lu-
arii unor decizii de catre autoritati si institutii
publice sau organizatii internationale, insotite
de intimidarea populatiei si/sau de alte actiuni
violente ilegale” [3].

Astfel, sunt evidentiate motivele ideolo-
gice care contribuie la implicarea cetatenilor
in activitati teroriste - ideologie radicald si
influentd prin violentd. Acest tip de ideologie
poate fi de naturi laici sau religioasa. In acelasi
timp, al doilea tip este mult mai periculos si pro-
voaca decesul unui numar mai mare de oameni,
adica, in al doilea caz, violenta este exprimata
mai puternic si intr-o forma mai cruda [8].

Aici este de remarcat faptul ca pana in
anii ‘80 ai secolului XX, cel mai mare numar de
atacuri teroriste au fost comise de teroristi ,la-
ici”, urmarind exclusiv motive politice (de re-
gula, nationalisti, anarhisti sau neofascisti).

De la inceputul anilor 1990, colorarea
ideologica a obiectivelor teroriste a Inceput sa
se schimbe semnificativ spre imperativul reli-
gios. in acest context, structurile Jreligioase”,
in primul rand islamistii, adepti ai fanatismului
religios, au Inceput sa joace un rol principal in
comiterea atacurilor teroriste. In acelasi timp,
valorile seculare sunt sever suprimate [9].

Astfel, numarul victimelor atacurilor
teroriste comise de teroristi ,religiosi” este
aproape de 9 ori mai mare decat in cazurile de
atacuri teroriste organizate de teroristi ,laici”
[2].

Mentiondm ca adesea liderii si
functionarii organizatiilor religioase extre-
miste si fundamentaliste acorda in mod direct
asistenta organizatiilor teroriste (in chestiuni
de finantare, invatamant religios primar etc.).

Este bine cunoscut faptul ca adeptii
miscdrilor religioase extremiste radicale
mai des aleg calea terorismului. Acestia sunt
utilizati de catre organizatiile teroriste ca
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- social.

Ideological, ethnic and religious fac-
tors. The Law of the Republic of Moldova “On
the Prevention and Combating of Terrorism”
defines terrorism as “a phenomenon with a
high degree of social danger, characterized by
a radical ideology and a practice of influencing
through violence the decision-making by au-
thorities and public institutions or internation-
al organizations, accompanied by intimidation
of the population and/or other illegal violent
actions” [3].

Thus, ideological reasons are highlighted
that contribute to the involvement of citizens in
terrorist activities - radical ideology and influ-
ence through violence. This type of ideology can
be of secular or religious nature. At the same
time, the second type is much more dangerous
and causes the death of a larger number of peo-
ple, that is, in the second case, the violence is
expressed more strongly and in a crueler form
[8].

Here it is worth noting that until the
1980s of the 20th century, the largest number
of terrorist attacks were committed by “secu-
lar” terrorists, pursuing exclusively political
motives (as a rule, nationalists, anarchists or
neo-fascists).

Since the early 1990s, the ideological
coloring of terrorist objectives began to shift
significantly towards the religious imperative.
In this context, “religious” structures, primar-
ily Islamists, followers of religious fanaticism,
began to play a leading role in committing ter-
rorist attacks. At the same time, secular values
are severely suppressed [9].

Thus, the number of victims of terrorist
attacks committed by “religious” terrorists is
almost 9 times higher than in cases of terrorist
attacks organized by “secular” terrorists [2].

We note that often leaders and officials of
extremist and fundamentalist religious organi-
zations directly provide assistance to terrorist
organizations (in matters of financing, primary
religious education, etc.).

It is well known that followers of radi-
cal extremist religious movements more often
choose the path of terrorism. They are used by
terrorist organizations as their main recruit-
ment base. This phenomenon is explained by
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principala baza de recrutare. Acest fenomen
se explica prin faptul ca o serie de organizatii
internationale moderne teroriste, extremis-
te religioase si separatiste, de fapt profeseaza
aceeasi ideologie a violentei care promoveaza
sintroducerea unei adevarate guvernari islami-
ce”, inclusiv prin confruntarea activa cu guver-
nele seculare [12, c.21-22].

Politice, care, la randul lor, pot fi
impadrtite In trei subgrupuri:

- factori de politica externa (inclusiv
finantarea terorismului, organizatiile non-gu-
vernamentale cu fonduri netransparente, pre-
cum si lupta ineficienta Iimpotriva manifestari-
lor teroriste in strainatate);

- factori interregionali (folosirea for-
melor nelegitime si tehnicilor de confruntare
intre formatiuni sociale individuale, grupuri
nationale de clan, structuri etnice si religioa-
se pentru accesul la putere in anumite regiuni,
precum si pentru controlul si redistribuirea
sferelor de influenta);

- factori de coruptie si ineficienta a
administratiei publice (spalarea banilor in sco-
pul utilizarii ulterioare a acestora in activitati
teroriste, coruperea functionarilor de stat etc.).

Subgrupul de factori ale politicii externe
este asociat cu finantarea teroristilor care ope-
reaza pe teritoriul anumitor tari, de catre o se-
rie de organizatii si fundatii neguvernamentale
strdine, precum si cu lupta ineficienta a servici-
ilor speciale impotriva acestui fenomen.

Astfel, resursele financiare, atunci cand
ajung in statele supuse amenintarilor teroriste,
sunt cheltuite pentru promovarea terorismului
si recrutarea de noi adepti.

Urmatorul grup de factori este asociat cu
procesele politice interregionale care contri-
buie la implicarea cetatenilor in activitati tero-
riste. Un factor semnificativ, care contribuie la
raspandirea terorismului in lume, este practica
existenta de utilizare a formelor si metodelor
ilegale de confruntare intre formatiuni publi-
ce individuale, grupuri nationale si birocratice
de clan, formatiuni etnice si religioase, pentru
accesul la putere in anumite regiuni, influenta
in organele alese ale statului, precum si pentru
detinerea si redistribuirea proprietatii.

Aceasta practica este caracteristica in prin-
cipal vietii socio-politice a regiunilor, In care exis-

the fact that a number of modern international
terrorist, religious extremist and separatist or-
ganizations, in fact, profess the same ideology
of violence that promotes “the introduction of
a true Islamic government”, including through
active confrontation with secular governments
[12, p. 21-22].

Political factors, which, in turn, can be
divided into three subgroups:

- foreign policy factors (including terror-
ist financing, non-governmental organizations
with non-transparent funds, as well as the in-
effective fight against terrorist manifestations
abroad);

- intraregional factors (the use of ille-
gal forms and techniques of confrontation be-
tween individual social formations, national
clan groups, ethnic and religious structures for
access to power in certain regions, as well as
for control and redistribution of spheres of in-
fluence);

- factors of corruption and inefficiency
of the public administration (money launder-
ing for the purpose of their subsequent use in
terrorist activities, corruption of state officials,
etc.).

The subgroup of foreign policy factors is
associated with the financing of terrorists op-
erating on the territory of certain countries, by
a number of foreign non-governmental orga-
nizations and foundations, as well as with the
ineffective fight of special services against this
phenomenon.

Thus, financial resources, when they
reach states subject to terrorist threats, are
spent on promoting terrorism and recruiting
new followers.

The next group of factors is associated
with intraregional political processes that con-
tribute to the involvement of citizens in terror-
ist activities. A significant factor that contrib-
utes to the spread of terrorism in the world, is
the existing practice of using illegal forms and
methods of confrontation between individual
public formations, national and bureaucratic
clan groups, ethnic and religious formations,
for access to power in certain regions, influ-
ence in elected bodies of the state, as well as for
the ownership and redistribution of property.

This practice is mainly characteristic of
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ta institutii mai mult sau mai putin semnificative
ale societatii traditionale In ceea ce priveste am-
ploarea influentei si Incalcarea pe scard largad a
regulilor de lupta politica stabilite de lege.

Conflictele teritoriale, in special conflic-
tele cauzate de factori etnici, religiosi si ideolo-
gici, determind in mare masura ,climatul poli-
tic” global modern. Exista peste 50 de regiuni in
lume, in care anumite grupuri politice, inclusiv
cele cu tendinte separatiste, folosesc actele te-
roriste ca mijloc de lupta pentru putere [10].

Astfel, daca 1In exemplul anterior
functionarul oficial a actionat pe baza convin-
gerilor sale radicale, in urmatorul exemplu vor-
bim despre faptul ca functionarii devin adesea
subiecti ai coruperii, ce conditioneaza nein-
deplinirea indatoririlor lor, recurgand la asa-
numita ,neglijenta coruptionald”.

Economice, care includ:

- adecvarea componentei economice la
calitatea vietii,

— impactul negativ al economiei criminale,

- nivelul regional de dezvoltare econo-
mica.

In acelasi timp, trebuie luat in vedere
faptul ca aceste componente devin premi-
se ale terorismului si extremismului doar in
interactiunea cu alte cauze si consecinte agra-
vante (confesionale, etnice, sociale, ideologice,
criminale etc.).

La analizarea aspectelor economice ale
calitatii vietii, factorii care provoaca cresterea
economiei criminale includ somajul, venitu-
rile scazute ale populatiei, produsul regional
brut absolut si pe cap de locuitor scazut, lipsa
locuintelor la preturi accesibile, criminalizarea
ridicata a economiei. Este de mentionat ca fac-
torul economic in sine nu are drept consecinta
directa terorismul.

Pe langd acestea, o organizatie terorista
care se manifesta ca un ,angajator”, poate fi
mult mai atractiva din punct de vedere al platii
decat un angajator legal.

in plus, o astfel de cale este aleasa in cazul
factorilor etnici (In sensul echilibrului etnic) si
confesionali (in sensul unui motiv religios spe-
cific de recrutare) nefavorabili.

Factorii sociali sunt foarte importanti in
acest domeniu, deoarece includ simultan mai
multe aspecte: de la starea politicii sociale la

the social-political life of regions where there
are more or less significant institutions of tra-
ditional society in terms of the extent of influ-
ence and a large-scale violation of the rules of
political struggle established by law.

Territorial conflicts, and especially con-
flicts caused by ethnic, religious and ideo-
logical factors, largely determine the modern
global “political climate”. There are more than
50 regions in the world where certain political
groups, including those with separatist ten-
dencies, use terrorist acts as a means of power
struggle [10].

Thus, if in the previous example, the pub-
lic employee acted on the basis of his radical
convictions, in the following example we will
talk about the fact that officials often become
subjects of corruption, which conditions the
non-fulfillment of their duties, resorting to the
so-called “corrupt negligence”.

Economical factors, which include:

- the adequacy of the economic compo-
nent to the quality of life,

- the negative impact of the criminal
economy,

- the regional level of economic develop-
ment.

Atthe same time, it must be taken into ac-
count that they become premises of terrorism
and extremism only in interaction with other
aggravating causes and consequences (confes-
sional, ethnic, social, ideological, criminal, etc.).

When analyzing the economic aspects
of the quality of life, the factors that cause the
growth of the criminal economy (these should
include unemployment, low income of the pop-
ulation, low absolute and per capita gross re-
gional product, lack of affordable housing, high
criminalization of the economy), it should be
noted that the economic factor itself does not
directly lead to terrorism.

In addition, a terrorist organization mas-
querading as an “employer” can be much more
attractive in terms of payment than a legiti-
mate employer.

Moreover, such a path is chosen in case of
unfavorable ethnic (in the sense of ethnic bal-
ance) and confessional (in the sense of a spe-
cific religious reason for recruitment) factors.

Social factors are very important in this
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nivel national In regiune pana la tipul socio-
psihologic de personalitate. Dintre factorii so-
ciali care contribuie la implicarea in activitati
teroriste, se pot evidentia cei demografici, de
informare si comunicare, educationali si socio-
psihologici.

Aspectul demografic. Principalul contin-
gent - cel mai des recrutat - il constituie tinerii.
Activitatea de recrutare in randul tinerilor este
facilitata de dificultatile perioadei de tranzitie si
de instabilitatea dispozitiei acestora [6].

De reguld, majoritatea indivizilor
recrutati in organizatii teroriste sunt barbati ti-
neri, insa sunt cazuri de atragere in activitatea
terorista atat a fetelor, cat si a persoanelor in
varsta. De asemenea, este clar c3, chiar si in re-
giunile cu probleme de ordin social-economic,
majoritatea tinerilor care traiesc in conditii
conflictuale nu neaparat devin teroristi. Pe lan-
gd varsta si sexul, exista si alti factori care joaca
un rol decisiv In procesul si in decizia de a se
alatura la organizatii teroriste.

Potrivit analistilor organizatiei inter-
guvernamentale FATF [The Financial Action
Task Force], in scopul recrutarii noilor adepti,
organizatiile teroriste folosesc o varietate de
instrumente. In timp ce multe metode de recru-
tare au un cost relativ scazut, altele necesita o
investitie initiala sau continua substantiala, im-
plicarea unei retele de actori sau intretinerea
unor infrastructuri.

Metodele si tehnicile de recrutare, pre-
cum si costurile asociate acestora variaza de
la o regiune la alta si se afld in dependenta de
contextul social si politic.

in regiunea eurasiatica, recrutarea ade-
sea are loc prin intermediul organizatiilor reli-
gioase, iar majoritatea membrilor organizatiilor
teroriste sunt recrutati de retele de recrutare
organizate care necesita sprijin financiar.

In Europa recrutarea in mai multe cazuri
are loc online, prin contacte sociale In zonele
urbane socio-economice inferioare, prin adu-
ndri religioase specifice si in Inchisori.

In Africa si in anumite parti ale regiu-
nii Orientului Mijlociu, recrutarea are loc mai
mult In zonele aflate sub controlul unei anu-
mite organizatii teroriste. Existd, de asemenea,
cazuri In care grupuri teroriste din Africa re-
cruteazad militanti din afara teritoriului supus

field, because they simultaneously include
several different aspects: from the state of so-
cial policy at the national level in the region
to the social-psychological type of personal-
ity. Among the social factors that contribute to
involvement in terrorist activities, the demo-
graphic, information and communication, edu-
cational and social-psychological factors can be
highlighted.

Demographic aspect. The main con-
tingent that is most often recruited are young
people. The recruitment activity among young
people is facilitated due to the difficulties of the
transition period, the instability of their mood
[6].

As a rule, the majority of individuals re-
cruited into terrorist organizations are young
men, but, among others, there are cases of at-
tracting both girls and elderly people to terror-
ist activity. It is also clear that, even in regions
with social-economic problems, most young
people living in conflict conditions do not nec-
essarily become terrorists. In addition to age
and gender, there are other factors that play a
decisive role in the process and decision to join
terrorist organizations.

According to analysts of the intergov-
ernmental organization FATF [The Financial
Action Task Force], in order to recruit new fol-
lowers, terrorist organizations use a variety
of tools. While many recruitment methods are
relatively low cost, others require a substantial
initial or ongoing investment, the involvement
of a network of actors or the maintenance of in-
frastructures.

Recruitment methods and techniques,
as well as the costs associated with them, vary
from one region to another and are dependent
on the social and political context.

In the Eurasian region, recruitment often
takes place through religious organizations,
and most members of terrorist organizations
are recruited by organized recruitment net-
works that require financial support.

In Europe recruitment in many cases
takes place online, through social contacts in
lower social-economic urban areas, specific re-
ligious gatherings and in prisons.

In Africa and parts of the Middle East re-
gion, recruitment takes place more in areas un-
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controlului acestora [Spre exemplu, gruparea
teroristd Boko Haram din Nigeria recruteaza
unii dintre membrii sai In statele amplasate
in zona nord-centrald a continentului african,
departe de conflictele nord-estice, unde lide-
rii Boko Haram detin controlul. De asemenea,
aceasta organizatie 1si desfasoara activitatea de
recrutare in tarile regiunilor Africii de Vest si
Centrale, inclusiv in Senegal, Mali, Mauritania,
Niger, Ciad si Camerun] [1].

Recrutarea activa presupune realizarea
unui contact personal direct intre recrutor si
persoanele pe care recrutorul isi propune sa le
implice in grupul terorist.

Recrutorii din organizatii teroriste
uneori vizeaza anumite zone geografice sau
comunitati In care exista probabilitati mai mari
de gasire a simpatizantilor. Unele organizatii
teroriste au nevoi specifice in recrutarea di-
feritelor tipuri de indivizi (de la militanti si
comandanti de teren cu experienta de lupta
pana la profesionisti civili calificati, inclusiv in-
gineri, medici, specialisti IT sau finantatori).

Recrutarea activa poate sa nu necesite
o sumd mare de finantare. O persoana cu res-
ponsabilitatea exclusiva de recrutare pentru
organizatie are nevoie de o sursa de finantare
in vederea cheltuielilor de trai, iar acest spri-
jin ar putea proveni dintr-o infrastructura de
finantare mai mare. In unele cazuri, recrutorul
este finantat pentru a-si ridica nivelul de prega-
tire in domeniul teologic 1n institutii religioase
straine (spre exemplu in medrese! islamice).

Aranjarea localurilor pentru intalniri,
dezvoltarea si diseminarea literaturii relevan-
te si a altor materiale, precum si asigurarea
conditiilor de baza pentru participarea persoa-
nelor la activitatea organizatiei teroriste (de
exemplu, documente de identificare false sau
bilete de avion) pot necesita finantare. Aceste
cheltuieli sunt minimale si, de reguld, sunt su-
portate de recrutor. Recrutorul poate solicita,
de asemenea, donatii si taxe de la adepti pentru
acoperirea acestor cheltuieli.

Recrutarea pasiva are loc atunci cand
organizatiile teroriste racoleaza indivizi prin
mijloace indirecte, cum ar fi adresarea unor

! Medrese (madrasa) - institutie de invatamant superior
gazduita de o moschee, unde se preda preponderent teo-
logia islamica, dar si alte discipline.

der the control of a particular terrorist organi-
zation. There are also cases of terrorist groups
in Africa recruiting militants from outside the
territory under their control. [For example,
the terrorist group Boko Haram in Nigeria re-
cruits some of its members in states located in
the north-central area of the African continent,
away from the north-eastern conflicts where
Boko Haram leaders are in control. This orga-
nization also conducts its recruitment work in
the countries of the West and Central African
regions, including Senegal, Mali, Mauritania,
Niger, Chad and Cameroon] [1].

Active recruitment involves making di-
rect personal contact between the recruiter
and the people whom the recruiter intends to
involve in the terrorist group.

Recruiters from terrorist organizations
sometimes target specific geographic areas or
communities where they are more likely to
find sympathizers. Some terrorist organiza-
tions have specific needs in recruiting different
types of individuals (from militants and field
commanders with combat experience to skilled
civilian professionals, including engineers, doc-
tors, IT specialists or financiers).

Active recruitment may not require a
large amount of funding. A person with the
sole responsibility of recruiting people for the
organization needs a source of funding for liv-
ing expenses and this support could come from
a larger funding infrastructure. In some cases,
the recruiter is funded to raise his level of theo-
logical training in foreign religious institutions
(for example in Islamic madrasahs?).

Arranging meeting rooms, developing
and disseminating relevant literature and oth-
er materials, and providing the basic conditions
for individuals to participate in the terrorist or-
ganization’s activity (for example, false identi-
fication documents or airline tickets) may also
require funding. These expenses are minimal
and are usually borne by the recruiter. The
recruiter may also request donations and fees
from followers to cover these expenses.

Passive recruitment occurs when ter-
rorist organizations recruit individuals through

! Madrasah - higher education institution hosted by a
mosque, where Islamic theology is mainly taught, but also
other subjects
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grupuri de oameni prin campanii media si ma-
teriale de recrutare, cu intentia de a-i atrage in
activitatile organizatiei teroriste.

Raportul FATF din 2015 privind riscurile
emergente de finantare a terorismului a remar-
cat exploatarea retelelor sociale in scopuri de
recrutare si propaganda terorista.

Internetul si retelele sociale au devenit,
1n ultimii ani, cele mai utilizate instrumente de
recrutare a membrilor si sustinatorilor pentru
organizatiile teroriste si pentru a disemina ide-
ologia acestora sau, cu alte cuvinte, materiale
de recrutare online (uneori denumite ,propa-
ganda”) [4].

Acest lucru se aplica pentru recrutarea
de luptatori teroristi straini, precum si pen-
tru activitatile teroriste din tara, ce le permit
teroristilor sa-si raspandeasca ideologia la un
cost relativ scazut, sa identifice sustinatori care
au idei similare si sunt dispusi sa se alature
organizatiei teroriste sau sa i ofere sprijin fi-
nanciar.

Investigatiile eficiente referitoare la ac-
tivitatea terorista se bazeaza pe o combinatie
de metode traditionale de investigare,
cunoasterea instrumentelor disponibile pentru
a desfasura activitati ilicite si dezvoltarea unor
practici care vizeaza identificarea, retinerea
si urmadrirea penald a autorilor unor astfel de
acte. O abordare proactiva a strategiilor de
investigatie si aplicarea instrumentelor spe-
cializate promoveaza identificarea eficienta a
datelor si a serviciilor susceptibile de a aduce
beneficii maxime unei investigatii.

Exista o serie de utilitati si hardware spe-
cializate la dispozitia ofiterilor de investigatii si
de urmadrire penald, cu experienta tehnica adec-
vatd. Ar trebui sa fie acordata atentia cuvenita,
acolo unde este posibil, in cazurile care implica
achizitionarea de dovezi, pentru a implementa
proceduri standardizate de recuperare a date-
lor 1n scopul promovarii procesului de adminis-
trare a probelor maxim disponibile si pastrarea
integritatii sursei de date si a lantului de custodie
in vederea asigurarii acestei admisibilitati in pro-
cedurile judiciare. Uneori, din cauza naturii fragi-
le a probelor, evaluarea, achizitionarea si exami-
narea acestora sunt realizate cel mai eficient de
catre experti criminalistici special instruiti.

indirect means, such as targeting groups of
people through media campaigns and recruit-
ment materials, with the intention of recruiting
them to the terrorist organization’s goals and
activities.

The FATF’s 2015 Emerging Terrorist Fi-
nancing Risks report noted the exploitation of
social media for terrorist recruitment and pro-
paganda purposes.

The Internet and social media have be-
come, in recent years, the most widely used
tools to recruit members and supporters for
terrorist organizations and to disseminate
their ideology, or in other words, online re-
cruitment materials (sometimes called “propa-
ganda”) [4].

This applies to the recruitment of foreign
terrorist fighters as well as domestic terrorist
activities. It allows terrorists to spread their
ideology at relatively low cost and to identify
like-minded supporters who are willing to join
the terrorist organization or provide financial
or material support.

Effective investigations of terrorist ac-
tivity rely on a combination of traditional in-
vestigative methods, knowledge of the tools
available to carry out illicit activities, and the
development of practices aimed at identify-
ing, apprehending and prosecuting the perpe-
trators of such acts. A proactive approach to
investigative strategies and the application of
specialized tools promotes the effective iden-
tification of data and services likely to bring
maximum benefit to an investigation.

There are a number of specialized utili-
ties and hardware available to investigative
and prosecution officers with the appropriate
technical expertise. Due care should be taken,
where possible, in cases involving the acquisi-
tion of evidence, to implement standardized
data recovery procedures in order to promote
the maximum available evidence management
process and preserve the integrity of the data
source and chain of custody. custody to ensure
this admissibility in legal proceedings. Some-
times, due to the fragile nature of evidence, its
evaluation, acquisition and examination are
most effectively carried out by specially trained
forensic experts.
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