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Odatd cu inaintarea in timp si dezvoltarea tehnologiilor
informationale, procesul de management al informatiilor
de securitate este prezent in majoritatea actiunilor derulate
la nivelul institutiilor de stat, economiei nationale, busine-
ssului, prestdrii serviciilor etc. Si totusi, cind vorbim despre
securitatea informationald, in multe entitdti existd un deca-
laj intre congtientizarea nevoilor de securitate si respectarea
mdsurilor de securitate. Acest fapt se explicd prin abordarea
gresiti a conceptiilor asupra procesului de management al
informatiilor de securitate, care pot rezulta in implementarea
unor solutii ineficiente. Acest articol isi propune si cerceteze
notiunea de ,,management al informatiilor de securitate”
si sd identifice cauzele si conditiile care favorizeazi lezarea
sigurantei informatiilor de securitate, in vederea deducerii
recomanddrilor privind mdsurile de asigurare a securititii
informatiilor.

Cuvinte-cheie: management, informatii de securitate, cripta-
re, acces controlat, standard.

With the time advancement and the development of in-
formation technologies, the process of managing security in-
formation is present in most of the actions carried out at the
level of state institutions, national economy, business, service
provision, etc. And yet, when we talk about information secu-
rity, in many entities there is a gap between awareness of se-
curity needs and compliance with security measures. This fact
is explained by the wrong approach of the conceptions on the
process of managing the security information, which can re-
sult in the implementation of some inefficient solutions. This
article aims to investigate the concept of security information
management and to identify the causes and conditions that
favor the safety breach of security information, in order to
deduce the recommendations regarding the measures which
ensure the security of information.

Keywords: management, security information, encryption,
access control, standard.

Introducere. Actualitatea temei rezida in
dezvoltarea si extinderea proceselor de gestionare
a informatiilor de securitate. Problema manage-
mentului informatiilor de securitate si sistemelor
informatice devine acutd din mai multe motive
obiective. Progresele stiintifice si tehnologice
au transformat informatiile intr-un produs care
poate fi cumpirat, vandut sau schimbat. Deseori,
costul datelor este de cateva ori mai mare decét
costul intregului sistem tehnic care stocheaza si
proceseazi informatii [S, p. 365].

Conceptual, securitatea informatiei se re-
fera la ,asigurarea integritdtii, confidentialitdtii si
disponibilititii informatiei”. Dinamica tehnologiei
informatiei induce noi riscuri pentru care organiza-
tiille trebuie si implementeze noi masuri de control.
De exemplu, popularizarea unititilor de inscripti-
onat CD-uri sau a memoriilor portabile de capa-

Introduction. The topicality of the theme
lies in the development and the extension of se-
curity information management processes, the
problem of managing security information and
information systems becomes acute for several
objective reasons. Scientific and technological
progresses have transformed the information into
a product that can be bought, sold or changed.
Often, the cost of data is several times higher than
the cost of the entire technical system that stores
and processes information [S, p. 365].

Conceptually, information security refers to
“ensuring the integrity, confidentiality and avail-
ability of information”. The dynamics of informa-
tion technology induces new risks for which or-
ganizations have to implement new measures of
control. For example, the popularization of high-
capacity CD-ROM drivers or portable memory



citate mare induce riscuri de copiere neautorizata
sau furt de date [6, p. 6]. Asigurindu-se securitatea
informatiei, implicit este protejat si utilizatorul sau
destinatarul acelei informatii impotriva unor diverse
atacuri §i amenintari. Informatia ca produs al prelu-
crarii automate a datelor si implicit drepturile care
deriva din proprietatea intelectuala trebuie protejate
indiferent de mijloacele si metodele in care acestea
sunt transmise, arhivate sau prelucrate.

Tudor Bragaru, Valentin Briceag, Viorel
Malcoci si Valeriu Galaicu in articolul ,,Securitatea
informatieivis-a-vis de securitatea informationald” de-
finesc securitatea informationala ca stare a spatiului
informational, care asigura nevoile informationale
ale subiectilor in relatiile informationale, securita-
tea informatiilor i protectia subiectilor relatiilor
informationale impotriva unor influente negati-
ve. lar spatiul informational poate fi definit drept
mediu de activitate a subiectilor preocupati de
crearea, transformarea si consumul de informatii.
Astfel, conceptul ,securitate informationald” este
unul acoperitor, care include nu doar securitatea
informatiilor, ci i protectia mediului obiectului
(statului, organizatiei, persoanei) impotriva impac-
tului informatiilor negative sau a destabilizarii unor
componente ale sistemului/obiectului respectiv.
Rezumand, securitatea informationala poate fi defi-
nita ca protejarea persoanei, organizatiei, societatii
si statului in spatiul informational, a drepturilor si
intereselor acestora fata de (1) acces, (2) utilizare,
(3) divulgare, (4) modificare, (S) dislocare sau (6)
distrugeri neautorizate ale atributelor informatiei,
ale IS, TIC si infrastructurilor de procesare, depo-
zitare, acces si transport al informatiilor, inclusiv
mass-media, in scopul asigurdrii intimitatii per-
soanei, continuitatii afacerii, suveranitatii statului,
diminudrii pierderilor, dezinformirii, inclusiv pre-
venirii scurgerii de date, spionajului [7, p. 40].

Asadar, putem spune ca in situatia
securitatii informatiei ca §i concept dat si imple-
mentarea lui practicd vorbim, inainte de toate, de
un interes strategic national, dincolo de cel al ori-
cdrei alte entitati institutionale.

Tipurile informatiilor de securitate

Securitatea nationald este reprezentati de
starea de legalitate, de stabilitate economici, po-
litici §i sociald care conduce la fundamentarea
existentei si dezvoltarii statului §i mentinerea ordi-
nii de drept, respectarea drepturilor si libertatilor
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drivers entails risks of unauthorized copying or
data theft [6, p. 6]. By ensuring the information
security, implicitly, the user or the recipient of that
information is also protected from various attacks
and threats. Information as a product of automatic
data processing, and implicitly the rights that de-
rive from intellectual property, must be protected
regardless of the means and methods in which they
are transmitted, archived or processed.

Tudor Bragaru, Valentin Briceag, Viorel
Malcoci and Valeriu Galaicu in the article “Infor-
mation security vis-a-vis informational security”
define information security as a state of the infor-
mational space, which ensures the informational
needs of the subjects in the informational rela-
tions, the information security and the protection
of information relations’ subjects from negative
influences. And the informational space can be
defined as the activity environment of the subjects
concerned with the creation, transformation and
consumption of information. Thus, the concept
“information security” is a cover, which includes
not only the security of information, but also the
protection of the environment of the object (state,
organization, and person) from the impact of
negative information or destabilization of some
components of the relative system/object. To re-
sume, the informational security can be defined as
protecting the person, organization, society and
state in the informational space, their rights and in-
terests from (1) access, (2) use, (3) disclosure, (4)
modification, (5) dislocation or (6) unauthorized
destruction of the attributes of information, of IS,
ICT and the infrastructures for processing, storing,
accessing and transporting information, including
the mass-media, in order to ensure the privacy of
the person, business continuity, state sovereignty,
loss reduction, misinformation, including data
leakage prevention, espionage [7, p. 40].

Therefore, we can say that in the situation
of information security as a given concept and its
practical implementation, we speak, first of all, of
a national strategic interest, beyond that of any
other institutional entity.

Types of information security

The national security is represented by the
state of legality, by the economic, political and so-
cial stability that leads to the foundation of the ex-
istence and the development of the state and the
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fundamentale ale omului, de aceea informatiile cu
relevanta in acest domeniu necesiti o atentie deo-
sebitd, manifestatd prin secretizarea informatiilor.
De-a lungul timpului au existat categorii de
informatii care au fost exceptate de la accesul liber
si neingradit al oricarui cetatean, limitare justificata
de autoritatile statului, dar de multe ori contestatd
pentru incilcarea drepturilor omului. Mass-media
si opinia publica au contestat in nenumdrate ran-
duri faptul ca multe informatii au fost exceptate
de la liberul acces in mod nejustificat sau printr-
o clasificare excesivd, dar existd si informatii care
necesitd un anumit nivel de protectie atunci cAnd
interesele nationale, unele masuri de protectie a
persoanelor, datelor de identificare ale acestora,
concurenta loiald, anumite proceduri judiciare, in-
terese economice si politice strategice ale unui stat,
impun luarea acestor tipuri de masuri.

Masurile restrdngerii liberului acces la
informatii trebuie aplicate intr-un mod nediscri-
minatoriu, realizate in concordanta cu reglemen-
tarile internationale privind drepturile omului,
fiind foarte importantd o educare a cetiteanului
privind aspectele care conduc la restrictionarea
liberului acces si motivarea importantei limitarii.
In practici au fost inregistrate cazuri de clasifica-
re excesivd a informatiilor din partea organelor
administratiei publice cu atributii in domeniul
apararii, ordinii publice §i sigurantei nationale.

In majoritatea  statelor democratice,
informatiile exceptate de la liberul acces vizeaza:

— informatiile secrete de stat din domeniul
apararii, ordinii publice si sigurantei nationale;

— informatiile secrete de serviciu;

- informatiile privind datele cu caracter
personal, potrivit legii;

— deliberirile autoritatilor §i informatiile
de interes economic, daci sunt clasificate;

— informatiile privind activitatile comercia-
le, dacd prin publicarea lor se aduce atingere prin-
cipiilor concurentei loiale;

— informatiile privind procedurile judicia-
re, daci furnizarea lor va aduce atingere unui pro-
ces echitabil;

— informatiile care prejudiciazd masurile de
protectie a tinerilor;

— informatiile privind proceduri de ancheta
penala sau disciplinard daca dezvaluirea lor afec-
teaza rezultatul final al anchetei.

maintenance of the order of law, the respect of the
fundamental human rights and freedoms, therefore
the information relevant in this field requires spe-
cial attention, manifested by the information con-
ceal. Over time there have been categories of infor-
mation that have been exempted from the free and
unrestricted access of any citizen, a limitation justi-
fied by the state authorities, but often challenged
for human rights violations. The mass-media and
the public opinion have repeatedly challenged the
fact that many information has been unjustifiably
exempted from free access or over-classification,
but there is also information that requires a certain
level of protection when national interests, some
measures of protection of persons, their identifica-
tion data, fair competition, certain judicial proce-
dures, economic and political strategic interests of
a state, require these types of measures.

The measures to restrict the free access to
information must be applied in a non-discrim-
inatory way, realized in accordance with the in-
ternational human rights regulations, as it is very
important to educate the citizen on the aspects
that lead to the restriction of the free access and
to motivate the importance of the limitation. In
practice, there have been cases of excessive clas-
sification of information by public administration
bodies with responsibilities in the field of defense,
public order and national security.

In most democratic states, the information
exempted from free access covers:

— the state secret information in the field of
defense, public order and national security;

— the secret service information;

— the information regarding personal data,
according to the law;

— the deliberations of the authorities and
the information of economic interest, if they are
classified;

— the information regarding the commer-
cial activities, if by their publication the principles
of fair competition are violated;

— the information regarding the judicial
procedures, if their provision will affect a fair trial;

— the information that harms the protec-
tion measures of young people;

— the information on criminal or disciplin-
ary investigation procedures if their disclosure af-
fects the final result of the investigation.



La nivel national, in conformitate cu Legea
nr.LP982/2000 din 11.05.2000 privind accesul la
informatii, informatiile oficiale cu accesibilitate
limitata [8] reprezinti:

— informatiile atribuite la secret de stat, re-
glementate prin lege organicd, a ciror divulgare
neautorizatd sau pierdere poate aduce atingere
intereselor si/sau securitatii Republicii Moldova;

- informatiile confidentiale din domeniul
afacerilor, prezentate institutiilor publice cu titlu de
confidentialitate, reglementate de legislatia privind
secretul comercial, si care tin de productie, tehno-
logie, administrare, finante, de alti activitate a vietii
economice, a ciror divulgare (transmitere, scurge-
re) poate atinge interesele intreprinzitorilor;

— informatiile cu caracter personal, a ca-
ror divulgare este considerata drept o imixtiune
in viata privatd a persoanei, protejata de legislatia
privind protectia datelor cu caracter personal;

- informatiile ce tin de activitatea opera-
tivd si de urmarire penala a organelor de resort,
dar numai in cazurile in care divulgarea acestor
informatii ar putea prejudicia urmairirea penal3,
interveni in desfagurarea unui proces de judecats,
lipsi persoana de dreptul la o judecare corecti si
impartiald a cazului sdu, or ar pune in pericol viata
sau securitatea fizicd a oricirei persoane — aspecte
reglementate de legislatie;

— informatiile ce reflecti rezultatele finale sau
intermediare ale unor investigatii stiintifice si tehni-
ce si a caror divulgare priveazi autorii investigatiilor
de prioritatea de publicare sau influenteaza negativ
exercitarea altor drepturi protejate prin lege.

Informatia cu caracter personal face parte
din categoria informatiei oficiale cu accesibilitate
limitat3 si constd din date referitoare la o persoa-
na fizicd identificati sau identificabili, a caror dez-
valuire ar constitui o violare a vietii private, intime
si familiale.

Amenintari la adresa securitatii infor-
mationale

Metodele manageriale de asigurare a se-
curititii informatiei includ reglementiri interne
referitoare la relatiile dintre angajati, care ar ex-
clude sau limita divulgarea, scurgerea sau accesul
nesanctionat la informatii. Aceste metode includ
selectarea si instruirea personalului, formularea
obligatiunilor referitoare la securitatea informa-
tiei in contractele individuale de munci si fisele
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At the national level, according to Law
no.LP982/2000 of 11.05.2000 on access to infor-
mation, official information with limited accessi-
bility [8] represents:

1) the information attributed to the state
secret, regulated by organic law, whose unauthor-
ized disclosure or loss may prejudice the interests
and/or the security of the Republic of Moldova;

2) confidential information in the field of
business, presented to public institutions for con-
fidentiality, regulated by the law on commercial
secrecy, and related to production, technology,
administration, finance, other activity of econom-
ic life, whose disclosure (transmission, leakage)
can reach the interests of entrepreneurs;

3) personal information, the disclosure of
which is considered as an interference in the per-
sonal life of the person, protected by the legisla-
tion regarding the protection of personal data;

4) information regarding the operative ac-
tivity and the criminal prosecution of the relevant
bodies, but only in cases where the disclosure
of this information could prejudice the criminal
prosecution, intervenes in carrying out a trial, the
person lacks the right to a fair and impartial judg-
ment of his case, or it would endanger the life or
physical security of any person — aspects regulat-
ed by legislation;

5) information that reflects the final or the
intermediate results of scientific and technical
investigations and whose disclosure deprives the
authors of the investigations of the publication
priority or negatively influences the exercise of
other rights protected by law.

Personal information is part of the catego-
ry of official information with limited accessibil-
ity and consists of data relating to an identified
or identifiable natural person, whose disclosure
would constitute a violation of private, intimate
and family life.

Threats to information security

The managerial methods of ensuring infor-
mation security include internal regulations re-
garding the relations between employees, which
would exclude or limit disclosure, leakage or un-
sanctioned access to information. These methods
include the selection and training of personnel,
the formulation of information security obliga-
tions in the individual employment contracts and
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postului, organizarea accesului controlat la locu-
rile unde se proceseaza informatii sensibile, ela-
borarea si pastrarea copiilor de rezerva, lichidarea
controlati a informatiei confidentiale si alte ma-
suri [9, p. 79].

Informatia este vulnerabila in toate fazele
obtinerii, stocarii si difuzarii ei. Spre deosebire de
amenintarile traditionale, cele la adresa securitatii
informatiilor impun resurse mai putine si tehnici
de contracarare mai usor de ascuns si de disimu-
lat. Acestea permit o ratd de perfectionare si di-
versificare ridicatd, dificil de urmirit si evaluat. De
fapt, este motivul pentru care estimarile privind
amenintdrile la adresa informatiilor sunt depen-
dente de factorul uman, cu intregul subiectivism
si incertitudine pe care le implica [ 10, p. 42].

Conform lui Sergiu Popovici, director general
al Centrului de telecomunicatii speciale (CTS), de
cele mai multe ori, o eroare banal3, neintentionati
poate genera un atac cibernetic de proportii. Pe de
alta parte, sunt inregistrate nu putine cazuri in care
angajatii actioneaza rau intentionat impotriva anga-
jatorului. Datele statistice internationale prezinti o
pondere de 30 % a incidentelor cibernetice cauzate
de angajati rau intentionati i 11% din indiferenta
si neglijenta din partea acestora. La nivel global, 40
% din angajati ascund informatia cu privire la inre-
gistrarea unui incident cibernetic, fapt care implica,
desigur consecinte grave. Astazi cea mai slaba veriga
in procesul de asigurare a securititii informationale
sunt angajatii, din moment ce majoritatea scurge-
rilor de date confidentiale sunt legate de actiunile
angajatilor rau intentionati, din neglijenta sau din
necunoastere.

Conform Legii nr.299 din 21.12.2017 pri-
vind conceptia securitatii informationale a Re-
publicii Moldova [11], principalele amenintiri la
adresa securitatii informationale sunt:

1. actiunile subversive in scopul influenta-
rii politicii interne i externe a statului;

2. amenintarile hibride de securitate in
scopul submindrii securitatii nationale;

3. dominatia  informationald  externa
pe teritoriul necontrolat de citre autorititile
constitutionale ale Republicii Moldova;

4. elaborarea si aplicarea, de citre alte state
si entitati, a conceptiei de razboi informational;

S. subminarea informationala a campanii-
lor electorale;

job descriptions, the organization of controlled
access to places where sensitive information is
processed, the elaboration and retention of back-
up copies, the controlled liquidation of confiden-
tial information and other measures [9, p. 79].

Information is vulnerable at all stages of
its collection, storage and dissemination. Unlike
traditional threats, those addressing informa-
tion security require fewer resources and counter
techniques that are easier to hide and dissimu-
late. These allow a high rate of improvement and
diversification, difficult to track and evaluate. In
fact, it is the reason why the estimates regarding
the threats to the information are dependent on
the human factor, with all the subjectivism and
uncertainty that it implies [ 10, p. 42].

According to Sergiu Popovici, General
Manager of the Special Telecommunications
Center (STC), most of the times, a trivial, unin-
tentional mistake can generate a cyber-attack of
large proportions. On the other hand, there are
few cases where employees act maliciously against
the employer. International statistical data account
for 30% of cyber incidents are caused by malicious
employees and 11% of their indifference and ne-
glect. Globally, 40% of employees hide informa-
tion about the recording of a cyber-incident, which
of course implies serious consequences. Today,
the weakest link in the process of ensuring infor-
mation security is employees, since most confiden-
tial data leaks are related to the actions of malicious
employees, negligence or ignorance.

According to Law n0.299 0£21.12.2017 on
the conception of information security of the Re-
public of Moldova [11], the main threats to infor-
mation security are:

1) subversive actions in order to influence
the internal and external policy of the state;

2) hybrid security threats in order to un-
dermine national security;

3) external information domination on the
uncontrolled territory by the constitutional au-
thorities of the Republic of Moldova;

4) elaboration and application, by other
states and entities, of the concept of information-
al war;

5) informational undermining of electoral
campaigns;

6) altering the content of the information



6. alterarea continutului informatiilor ve-
hiculate in spatiul public (prin manipulare, dez-
informare, prin tiinuirea sau falsificarea informa-
tiei) cu scopul de a genera panici, tensiuni ori
conflicte sociale;

7. ingridirea accesului la informatiile pu-
blice;

8. difuzarea materialelor cu caracter extre-
mist, a pornografiei infantile si a mesajelor psiho-
logic distructive;

9. activitatea organizatiilor extremiste si
teroriste, interesul acestora privind posesia si uti-
lizarea armei informationale;

10. monopolul asupra formarii,
receptionarii si/sau raspandirii informatiei, inclu-
siv prin intermediul retelelor de comunicatii elec-
tronice;

11. criminalitatea informaticd transnatio-
nald, activitatea organizatiilor criminale interna-
tionale, a grupurilor sau persoanelor, orientata
spre obtinerea accesului neautorizat la resursele
de retea si informatie;

12. actiunile de distrugere, deteriorare sau
suprimare radioelectronici a resurselor si sisteme-
lor informationale, a retelelor de comunicatii elec-
tronice si a sistemelor de protectie a informatiei;

13. activitatea ilegald a structurilor politice,
economice, militare, activitatea de spionaj a servi-
ciilor speciale striine, a unor grupuri sau persoa-
ne, orientate spre obtinerea accesului neautorizat
la resursele informationale sau obtinerea contro-
lului asupra functiondrii resurselor, tehnologiei
informatiei, sistemelor informationale si retelelor
de comunicatii electronice;

14. nivelul redus de utilizare a tehnologii-
lor informationale de citre autorititile adminis-
tratiei publice, de citre institutiile financiare de
creditare, precum si in domeniul industriei, agri-
culturii, educatiei, sanatatii, deservirii populatiei;
nivelul redus de instruire a populatiei privind uti-
lizarea sistemelor informationale;

1S. diversiunile informationale;

16. lipsa culturii de securitate informational3;

17. alocarea insuficienta a mijloacelor fi-
nanciare pentru masurile de asigurare a securitatii
informationale;

18. delimitarea neclari a atributiilor auto-
ritatilor administratiei publice responsabile de
elaborarea si realizarea politicii de asigurare a se-
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conveyed in the public space (through manipu-
lation, misinformation, concealment or falsifica-
tion of information) in order to generate panic,
tensions or social conflicts;

7) restricting access to public information;

8) dissemination of extremist material,
child pornography and psychologically destruc-
tive messages;

9) the activity of the extremist and terrorist
organizations, their interest regarding the posses-
sion and use of the informational weapon;

10) monopoly over the formation, recep-
tion and/or dissemination of information, in-
cluding through electronic communications net-
works;

11) transnational computer crime, the
activity of international criminal organizations,
groups or individuals, oriented towards obtaining
unauthorized access to network and information
resources;

12) the actions of destruction, deteriora-
tion or radio-electronic suppression of informa-
tion resources and systems, electronic commu-
nications networks and information protection
systems;

13) the illegal activity of the political, eco-
nomic, military structures, the espionage activity
of the special foreign services, of some groups
or persons, oriented towards obtaining the un-
authorized access to the information resources
or gaining control over the functioning of the
resources, information technology, information
systems and electronic communications net-
works;

14) the low level of use of information
technologies by public administration authori-
ties, financial lending institutions, as well as in the
field of industry, agriculture, education, health,
population service; the low level of training of the
population regarding the use of the information
systems;

15) informational diversions;

16) lack of information security culture;

17) insufficient allocation of financial
means for information security measures;

18) unclear delimitation of the attribu-
tions of the public administration authorities
responsible for the elaboration and implementa-
tion of the information security policy of the Re-
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curititii informationale a Republicii Moldova.

Managementul informatiilor de secu-
ritate: proceduri si mecanisme de securitate
informationala

Criptarea - metodele de protectie a
informatiilor se dezvolti dinamic, devin mai com-
plexe si se dezvolta treptat intr-o industrie separata
a tehnologiilor informationale si comunicatiilor.
Pentru protectia informatiilor de securitate sunt
folosite diferite instrumente criptografice [3].
Criptografia este stiinta i totodata arta ascunderii
semnificatiei unei comunicari in scopul protejarii ei
fata de interceptari neautorizate, iar prin algoritmii
folositi asigura securizarea informatiei prin auten-
tificarea si restrictionarea accesului intr-un sistem
informatic. Etimologic, cuvantul criptografie este
obtinut prin contopirea a doi termeni din greaca
veche, unde ,,crypto” inseamna ,,a ascunde”, iar
»grafik” inseamnai ,,a scrie”, rezultind in traducere
aproximativa ,,scriere ascunsi/secretd” [4, p. 421].

In vederea obtinerii unei criptograme, asu-
pra cuvintelor, caracterelor sau literelor continute
intr-un mesaj initial, denumit ,,Plain Text (PL)”
se aplicd o functie criptografici/ functie de crip-
tare, aceasta fiind o functie dependentd de un
parametru fix numit cheie i se obtine astfel me-
sajul criptat pe care il vom denumi ,,Cipher Text
(CT)”. Criptogramele prezentandu-se sub for-
ma unor mesaje neinteligibile, in general, sunt
impartite in cifruri si coduri.

Controlul accesului - confidentialitatea
vizeaza protejarea informatiilor impotriva oricarui
acces neautorizat. Uneori este interpretat in mod
gresit ca aceasta cerintd este specifici domeniului
militar si serviciilor de informatii care trebuie si-si
protejeze planurile de luptd, amplasamentul depo-
zitelor de munitie sau al rachetelor strategice, note-
le informative. Este insi la fel de importantd pentru
o organizatie care doreste si-si apere proprietatea
intelectuald, retetele de productie, datele despre
personalul angajat etc. Pentru o institutie publica,
datoritd caracterului informatiei pe care o gestio-
neaza, este important sa asigure in primul rdnd in-
tegritatea si disponibilitatea datelor.

Accesul la facilitatile si serviciile oferite de
sistemul informational trebuie controlat in func-
tie de specificul si cerintele mediului in care isi
desfasoara activitatea organizatia.

Controlul accesului in sine prevede in ge-

public of Moldova.

The Management of the Security Infor-
mation: procedures and mechanisms for in-
formation security

Encryption - information protection
methods are developing dynamically, becoming
more complex and are developing gradually into
a separate industry of information technologies
and communications. Different cryptographic
tools are used for the protection of security infor-
mation [3]. Cryptography is the science and at the
same time the art of hiding the meaning of a com-
munication in order to protect it from unauthor-
ized interceptions, and through the algorithms
used it ensures the information security by au-
thenticating and restricting access in a computer
system. Etymologically, the word cryptography is
obtained by merging two Old Greek terms where
“crypto” means “to hide” and “grafik” means “to
write” resulting in approximate translation of hid-
den/secret writing [4, p. 421].

In order to obtain a cryptogram, on the
words, characters or letters contained in an initial
message, called “Plain Text (PL)”, a cryptograph-
ic function/ encryption function is applied, this
being a function dependent on a fixed parameter
called key and this resultin the encrypted message
we will call “Cipher Text (CT)”.Cryptograms ap-
pearing in the form of unintelligible messages are
generally divided into numbers and codes.

Access Control - confidentiality aims to
protect information against any unauthorized
access. Sometimes it is misinterpreted that this
requirement is specific to the military and intelli-
gence services that must protect their battle plans,
the location of ammunition depots or strategic
missiles, informative notes. However, it is equally
important for an organization that wants to de-
fend its intellectual property, production reci-
pes, data about the employees, etc. For a public
institution, due to the nature of the information
it manages, it is important to ensure first and fore-
most the integrity and availability of data.

The access to the facilities and services
offered by the information system must be con-
trolled according to the specificity and the re-
quirements of the environment in which the or-
ganization operates.

The access control itself generally provides



neral o gami de reguli de acces corelate cu atri-
butiile fiecirui utilizator al sistemului informatic,
pentru a impiedica potentialii atacatori.

Sisteme de management al securitatii
informatiei — actualitatea credrii Sistemului de
Management al Securititii Informatiei (SMSI)
reprezinta una dintre pietrele unghiulare cu care
se confrunti oricare organizatie internationald (si
ar trebui sd preocupe si organizatiile nationale),
una dintre cele mai prioritare sarcini ale sistemu-
lui managerial de gestionare a organizatiilor. Stan-
dardele ,,ISO/IEC 27001:2005 (fost BS 7799-2)
Sistemul de Management al Securitatii Informa-
tiei” si ,,ISO/IEC 27002:2005/ Cor 1:2007 (fost
BS 7799-1, ulterior, ISI/IEC 17799), Codul de
practica pentru Managementul Securitatii In-
formatiei” sunt cele mai importante, pana la ora
actuald, in domeniul securitatii informatiei. Ele
stabilesc un limbaj international comun pentru
securitatea informatiei.

In anul 2003, Banca Nationali a Republi-
cii Moldova a fost prima din spatiul sovietic care
a inceput sa implementeze in practici cerintele
ISO 17799 5i BS 7799:2, obligind toate bancile sa
indeplineasca cerintele lui, creind SMSI pe baza
standardului. Un SMSI elaborat in conformitate
cu cerintele standardului ISO/IEC 27001:2005
reprezintd un sistem complex care include atit
mecanismele de gestionare, cit si mecanismele
de protectie a informatiei. Modelul procesului de
realizare a SMSI presupune un ciclu perpetuu de
masuri, si anume: planificarea, realizarea, verifica-
rea si mentinerea [2].

Totusi, la crearea SMS], este necesari lua-
rea in considerare nu doar a regulilor enumerate
mai sus, nu doar atingerea tuturor proprietati-
lor resurselor informationale, ci si a specificului
activitatii. De exemplu, pentru sectorul bancar,
scopul-cheie in directia SI este asigurarea inte-
gritatii informatiei financiare; pentru operatorii
sectorului de telecomunicatie — accesul la re-
sursele informationale, incepind cu canalele de
transmisie si pana la serverele comerciale; pentru
companiile de stat, este importanti mentinerea
confidentialitatii informatiilor etc. Acest lucru nu
inseamna ca bincile nu iau in calcul accesibilita-
tea datelor sau ci sectorul de stat nu are nevoie de
mentinerea integritatii datelor.

In ajutorul managementului care inten-
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for a range of access rules correlated with the at-
tributions of each user of the computer system, to
prevent potential attackers.

Information security management sys-
tems — the actuality of the creation of the Infor-
mation Security Management System (ISMS)
is one of the cornerstones that any international
organization (and national organizations should
also concern), one of the most priority tasks of
the managerial system of organizations’” admin-
istration. The standards “IOS/ECI 27001: 2005
(formerly BS 7799-2) Information Security Man-
agement System” and “IOS/ECI 27002: 2005/
Cor 1: 2007 (formerly BS 7799-1, subsequently,
ISI/ECI 17799), The Code of practice for the
Management of Information Security” are the
most important, until now, in the field of infor-
mation security. They establish a common inter-
national language for information security.

In 2003, the National Bank of the Republic
of Moldova was the first in the Soviet area, which
began to implement the requirements of IOS
17799 and BS 7799: 2 in practice, forcing all banks
to meet its requirements, creating ISMS based on
the standard. An ISMS developed in accordance
with the requirements of IOS/ECI 27001: 2005
represents a complex system that includes both
management mechanisms and information pro-
tection mechanisms. The model of the process of
carrying out the ISMS involves a perpetual cycle
of measures, namely: planning, implementation,
verification and maintenance [2].

However, when creating ISMS, it is neces-
sary to take into consideration not only the rules
listed above, not only the attainment of all the
properties of the information resources, but also
of the specific activity. For example, for the bank-
ing sector, the key purpose in the direction of IS,
is to ensure the integrity of the financial informa-
tion; for telecommunication operators — the ac-
cess to information resources, starting with trans-
mission channels and up to commercial servers;
for state-owned companies, it is important to
maintain the confidentiality of information, etc.
This does not mean that banks do not consider
data accessibility or that the state sector does not
need to maintain data integrity.

In order to help the management that intends
to ensure its continuous availability and to protect
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tioneaza sa-si asigure disponibilitatea continud
si sa-si protejeze integritatea si confidentialita-
tea informatiei vine Organizatia Internationald
de Standardizare (ISO) cu familia de standarde
ISO/IEC 27000, care ofera indrumiri bazate pe
bunele practici acumulate in domeniu privind
implementarea, mentinerea, imbunatitirea, eva-
luarea (auditul) si certificarea unui sistem de ma-
nagement al securititii informatiei [ 1, p. 79].

Din aceste considerente, de la bun inceput,
se iau in considerare aspectele critice cele mai im-
portante si specifice ale institutiei si prin crearea
unei arhitecturi corecte, in final, poate fi obtinut
un SMSI eficient si sigur.

Concluzii si recomandari. Procedurile si
mecanismele de management al informatiilor de
securitate includ reglementiri interne referitoare
la relatiile dintre angajati, care ar exclude sau limi-
ta divulgarea, scurgerea sau accesul nesanctionat
la informatii. Aceste proceduri si mecanisme in-
clud selectarea si instruirea personalului, formu-
larea obligatiunilor de serviciu referitoare la se-
curitatea informatiei cu stipularea in contractele
individuale de munci si fisele postului, organiza-
rea accesului controlat la locurile unde se proce-
seazd informatii sensibile, elaborarea si pastrarea
copiilor de rezerva, distrugerea autorizata a infor-
matiei confidentiale si alte masuri.

Problema temei cercetate constd in alini-
erea politicilor si procedurilor ce reglementeaza
programul de securitate informationald si res-
ponsabilititile de serviciu, pentru a garanta o ar-
hitectura generald a securititii informationale.
Aceste mecanisme trebuie implementate pentru
a se atinge obiectivele specifice ale securitatii si pe
cele generale ale institutiei.

Practica confirma ca managerii care au im-
plementat proceduri §i mecanisme de protectie
corespunzitoare, au instruit personalul privind
metodele corespunzitoare ce trebuie respec-
tate pentru a proteja informatiile impotriva
amenintarilor, ca rezultat au doar beneficii. Pro-
cedurile de securitate a informatiilor trebuie si fie
integrate in activitatea zilnicg, iar angajatii ar tre-
bui sd congtientizeze procesul de securizare ca un
factor de favorizare, decat ca o limitare.

In cele din urmi, conceptul sistemului
de management al informatiilor de securitate
poate fi definit drept un set de norme juridice,

the integrity and confidentiality of the information,
the International Organization for Standardization
(IOS) comes with the IOS/ECI 27000 family of
standards, which provides guidance based on the
good practices accumulated in the field regarding
implementation, maintaining, improving, evaluat-
ing (auditing) and certifying an information security
management system (1, p.79].

From these considerations, from the be-
ginning, the most important and specific critical
aspects of the institution are taken into account
and by creating a correct architecture, finally, an
efficient and safe ISMS can be obtained.

Conclusion and recommendations. Pro-
cedures and mechanisms for managing security
information include internal regulations regard-
ing employees’ relations, which would exclude or
limit disclosure, leakage or unsanctioned access
to information. These procedures and mecha-
nisms include the selection and training of per-
sonnel, the formulation of service obligations re-
lated to information security, stipulated in the in-
dividual employment contracts and job descrip-
tions, the organization of controlled access to the
places where sensitive information is processed,
the elaboration and retention of the backup cop-
ies, the authorized destruction of the confidential
information and other measures.

The problem of the researched topic con-
sists in aligning the policies and the procedures
that regulate the information security program
and the service responsibilities, in order to guar-
antee general information security architecture.
These mechanisms must be implemented to
achieve the specific objectives of the security and
the general objectives of the institution.

The practice, confirms that the managers
who have implemented appropriate procedures
and protection mechanisms, have trained the
staff on the appropriate methods to be followed
to protect the information against threats, as a re-
sult they have only benefits. Information security
procedures should be integrated into daily activi-
ty, and employees should be aware of the security
process as a factor rather than a limitation.

Finally, the concept of security informa-
tion management system can be defined as a set
of legal, organizational, administrative and tech-
nical norms, meant to counter the threats against



organizationale, administrative si tehnice, menite
sd contracareze amenintarile la adresa scurgerilor
de informatii, pentru a minimiza impactul negativ
asupra utilizatorilor si entitatii in ansamblu.

Consideram ci masurile de protectie ar
trebui sa fie adecvate gradului de amenintare, pre-
cum §i corespunzitoare importantei informatiei
care este pastratd. Numai o analizd minutioasi a
amenintarilor si a tipurilor informatiilor de secu-
ritate poate oferi o siguranta relativa.
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leaks, to minimize the negative impact on users
and the entity as a whole.

We believe that the protection measures
should be appropriate to the degree of threat, as
well as to the importance of the information that
is kept. Only a thorough analysis of threats and
types of security information can provide a rela-
tive security.
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